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Factsheet 

Use of cookies and other similar technolo-
gies in the context of online tracking 

1. Purpose of cookies and other similar technologies

A cookie is a small file stored on a user's device when they visit a website. It allows various types of 

information to be stored, such as language preferences, shopping cart contents, session data and 

browsing history.  

Often used to ensure websites function properly and facilitate navigation, cookies can also be used to 

profile internet users: tracking their online behaviour, analysing the pages visited, clicks made or time 

spent on a website enables targeted advertising or political campaigning, a practice that adapts the 

content of messages to the inferred or assumed interests of users. 

In addition to cookies, other technologies provide similar tracking capabilities. Web beacons, or invisi-

ble pixels, detect, for example, when an email is opened or a specific page is viewed. Local browser 

storage permanently records data even after the website has been closed, while device fingerprinting 

identifies a device based on its technical characteristics (browser, operating system, screen resolution, 

fonts, IP address, etc.). Advertising identifiers such as ad IDs, assigned by mobile operating systems, 

enable users to be tracked across multiple applications and services. 

2. Cookie usage practices

The use of cookies (or other similar technologies) varies considerably from one website to another: 

• Some websites limit themselves to using ‘strictly necessary cookies’ that are essential for the

basic functioning of the website, such as those that keep a user session active, store items in

an online shopping cart, or provide certain security functions.

• Other websites also use non-essential cookies, but to a limited extent. These include ‘analyti-

cal’ or ‘performance’ cookies, which collect anonymised data on browsing behaviour in order

to improve the user experience without sharing it with third parties.

• Finally, some websites use ‘marketing’ or ‘targeting’ cookies, often placed by third-party adver-

tising partners. These cookies collect information about interests, consumption habits and

online behaviour, which can be used to create detailed profiles for the purpose of delivering

personalised advertising.

Every website operator makes choices based on their technical requirements and commercial objec-

tives. Regardless of its business model, it is required to comply with the applicable legal framework, 

particularly with regard to data protection. 
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For their part, internet users must understand the issues related to the use of cookies, particularly 

when they give their consent to the use of their data unconditionally, and learn how to identify the 

presence of cookies or any other tracking device. Finally, they must be aware of the tools available to 

them if they wish to reduce the exposure and dissemination of their data online. 

3. Legal framework for the use of cookies

In Switzerland, the use of cookies or other similar technologies is mainly governed by provisions in two 
federal acts: 

• Article 45c of the Telecommunications Act (LTC) stipulates that the processing of data
(whether personal or not) stored on devices is only permitted if users are informed of the pro-
cessing and its purpose, and are advised that they have the option to object to it.

• The Federal Act on Data Protection (FADP) governs the processing of personal data, includ-
ing data collected through cookies.

While European law requires explicit prior consent for the use of cookies (with the exception of essen-
tial cookies), Swiss legislation emphasises transparent information for users and their right to object.  

In general, users must therefore be informed of the use of non-essential cookies and their purposes 
and be able to opt out, in principle before they are activated. However, explicit prior consent is re-
quired when data processing can be considered ‘unexpected’, ‘high risk’ or involves sensitive data. 
For a full explanation, see the FDPIC guidelines on data processing using cookies and similar technol-
ogies.  

4. Practical advice for users

Here are some practical tips to help you stay in control of your data and reduce the traces you leave 
behind when browsing the Internet. 

• Identify the use of cookies and other similar technologies and their purposes

Website publishers or data controllers are required to inform internet users about the use of
cookies and how to opt out of them, and in some cases must obtain consent from users. Check
the information available in the cookie banner (which appears on your first visit), in the data pro-
tection statement or in the privacy settings (in the footer, in the dedicated sections). If this is not
available, there are technical means of identifying or blocking the use of cookies or other tech-
nologies (see below).

• Manage cookies via banners

Many Swiss-based websites comply with European standards and display a banner to ensure
transparency and allow users to manage their settings. Banners also enable websites to obtain
user consent when required.

➢ ‘Accept all’ means that all cookies are enabled, including those used for advertising
tracking and data sharing with third-party partners. Do not automatically click 'Accept all'
if you want to avoid sharing. Consider the other options available to you.

➢ ‘Customise settings’ allows you to authorise or refuse certain types of cookies in a gran-
ular manner. This option provides more precise control and limits data collection to the
purposes you have selected.

https://www.edoeb.admin.ch/dam/en/sd-web/brLL9rM3ny9d/Leitfaden%20des%20ED%C3%96B%20betreffend%20Datenbearbeitungen%20mittels%20Cookies%20und%20%C3%A4hnlichen%20Technologien%20V.%201.1%20vom%2006.10.2025_EN.pdf
https://www.edoeb.admin.ch/dam/en/sd-web/brLL9rM3ny9d/Leitfaden%20des%20ED%C3%96B%20betreffend%20Datenbearbeitungen%20mittels%20Cookies%20und%20%C3%A4hnlichen%20Technologien%20V.%201.1%20vom%2006.10.2025_EN.pdf
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➢ ‘Reject all’ blocks all cookies except those that are essential for the technical functioning
of the website, thus ensuring functional browsing without unnecessary data collection
(you only authorise cookies that are strictly necessary for the proper functioning of the
website).

Some settings options (opt-out) are not immediately apparent; you need to open the 'see details' 
or 'partners' links. In particular, some partners collect data through cookies by claiming they 
have a ‘legitimate interest’, which can sometimes be challenged individually through a specific 
setting. 

Once your choices have been saved, the banner should no longer appear, even when you visit 
the site again. You can review your choices via the ‘privacy settings’ section, which is usually 
accessible at the bottom of the page, or by changing your browser settings.  

• Configure your browser settings

Use the settings for your browser (Chrome, Firefox, Safari, Edge) to limit data collection:
➢ Enable third-party cookie blocking
➢ Automatically delete cookies when you close your browse
➢ Regularly clear your history, cache, and browsing data.

• Install anti-tracking extensions

Some tools (such as Privacy Badger, uBlock Origin, or Ghostery) detect and block invisible
trackers. They also improve browsing speed and limit targeted advertising.

• Use private browsing mode

Private or incognito mode prevents your cookies and history from being stored locally. Please
note: private mode does not make your browsing anonymous, as your internet service provider
and the websites you visit can still see your activity.

• Check permissions for mobile apps

Regularly check the permissions granted to apps on your mobile devices and disable advertis-
ing identifiers in the settings.
Some apps may access personal data (location, contacts, microphone). Check in the settings
whether this access is justified and disable it if it is not. For example, a flashlight app does not
need to know your location or access your photos.

• Choose transparent websites and services

Choose platforms and apps that clearly explain how your data is used and that offer genuine
settings options and control over your data.
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