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Foreword

The first Federal Act on Data Protection of 19 June 1992 came into force on
1 July 1993. In its legislative dispatch of 23 March 1988, the Federal Council
had already justified the need for legislative action based on the use of
modern information and communication technologies in virtually all areas of
life and the rapid intensification of data processing and its spread throughout
society, the economy and government.

Thirty years on, almost every aspect of our lives is digital, which no one
could have predicted back then. With today’s digital society permanently con-
nected to the internetvia smartphone as it goes about its daily business, from
banking to online dating, the scope and intensity of personal data processing
has grown exponentially.

The fully revised Federal Act on Data Protection of 25 September 2020 is
scheduled to come into force on 1 September 2023. This new act provides
businesses, the Federal Administration and the federal data protection super-
visory authority with new modern instruments to meet the public’s legitimate
expectations in terms of robust protection of privacy and informational
self-determination in accordance with the rule of law.

The work of the FDPIC team in preparation for the transition to the new law
is in full swing and is proceeding according to plan (see Focus).

Adrian Lobsiger
Federal Data Protection and Information Commissioner

._/\. ' ,

Bern, 31 March 2023
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Current challenges

Current Challenges

I Digitalisation

Digital responsibility

Digital transformation is a phenome-
non that affects society as a whole and
raises important issues concerning the
authorities, businesses, users and the
general public. Instead of blindly sub-
mitting to technological advances, we
need to analyse the processes at play in
order to ensure that digital technology
is used responsibly in the service of
the people.

Digital responsibility plays a key role
in this context —a broad concept in-
cluding financial, legal, ecological, so-
cial and ethical considerations. While
digitalisation offers considerable poten-
tial, italso poses new risks for data con-
trollers. Therefore, the FDPIC believes
that digital responsibility is now an
integral part of good governance. Digital
responsibility includes compliance
with legislation, which protects privacy
rights when personal data is processed.

The revised Federal Act on Data Protec-
tion (FADP, see Focus) requires data
controllers to take a proactive approach
to automated processing and digitali-
sation. It provides controllers with tools
for performing general and specific anal-
yses of data processing operations and
methods as well as techniques for cre-
ating transparency, trust and credibility
vis-a-vis data subjects. Although zero
risk is virtually unattainable in the pro-
cessing of personal data, the tools pro-
vided enable data controllers to iden-
tify, mitigate and responsibly manage
residual risks and thus protect the
privacy and informational self-deter-
mination of all data subjects.

“As the data protection supervisory

authority, the FDPIC

does not issue authorisations.”

A proactive approach is also crucial for
technical security, especially when it
comes to preventing cyber-attacks. The
Meineimpfungen and Swisstransplant
scandals featured in Section 1.4 show
just how important the rules and tools
of the new Act are for safeguarding
fundamental rights and promoting
digital responsibility.

Supervisory support and
risk-based project management

The practical meaning of ‘digital respon-
sibility’ in the sense of business prac-
tice accountability becomes apparent
in the consultancy services that the
FDPIC provides to digital project man-
agers in the business sector in his role
asa supervisory authority: Under Swiss
data protection law, private individuals
are in principle allowed to process
personal data without official authori-
sation.

Federal Data Protection and Information Commissioner
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Therefore, as the data protection super-
visory authority, the FDPIC does not
issue authorisations. In his consulta-
tions, he works to ensure compliance
with the requirements of data protec-
tion legislation. That said, all responsi-
bility for the projects implemented
ultimately rests with the project owners.
The FDPIC also makes project owners
aware of aspects of their digital respon-
sibility that may go beyond the require-
ments of data protection legislation:
For example, the psychological reper-
cussions of data collection methods
employed by private individuals in work
settings, stores or commercial meeting
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places. Data collection can create a “chill-
ing effect’, whereby people will alter
their behaviour in contexts in which
data is collected, which effectively
restricts their self-determination. This
chilling effect can be caused not only
by the intensity of data collection but
also by the widening or blurring of
purposes for which data is processed.
The degree of restraint that project
managers should exercise, taking into
account the chilling effect, when col-
lecting data within the limits tolerated
by data protection legislation is essen-
tially a matter of business strategy and
digital responsibility (see Section 1.6
Trafficand transport).

However, the legislator of the new
FADP also imposes restrictions on
digital responsibility, which the Com-
missioner will enforce by strengthen-
ing his supervisory activity. If project
managers become aware during the

planning stage that the data process-
ing operations they are planning are
likely to result in high risks, the new
FADP requires them to carry out a data
protection impact assessment (DPIA)
in good time in order to assess the
potential risks in more detail and to
take appropriate protective measures
to reduce them. If the findings of the
DPIA suggest that the potential risks
remain high even with appropriate
protective measures in place, the new
FADP still does not prohibit the pro-
cessing operations from going ahead
all the same. However, in this case the
Actrequires that data controllers con-
tact the FDPIC in advance and submit
their DPIA to him.

“The ‘chilling effect’ can lead to

people being restricted in

their self-determined way of life.”
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The FDPIC will then check whether the
DPIA submitted to him presents the
identified risks in a clear, comprehen-
sible and complete manner and
whether the planned data processing
operations, taking into account the
risks, are compatible with data protec-
tion legislation as a whole in the sense
that they are deemed reasonable as far
as the data subjects are concerned in
terms of the envisaged scope and inten-
sity and are therefore generally consid-
ered acceptable. The FDPIC will submit
any objections and recommendations

for improvement regarding the con-
tent of the DPIA or the planned process-
ing operations themselves to the data
controller within two months. Objec-
tions may be raised with regard to the
content of the DPIA, for example, when
the controller is reluctant to adequately
assess and transparently disclose poten-
tial risks. The FDPIC’s opinion does
not constitute approval of a planned
project.

If a data controller refuses to take
on board important objections and
recommendations, the FDPIC may take
supervisory action, open an investi-
gation and formally order the recom-
mended changes or additions or even
go as far as prohibiting the processing
operations altogether in due course.
The FDPIC may take formal action if

“The legislator of the new FADP imposes restrictions
on digital self-responsibility, which the Commissioner
will enforce by strengthening his supervisory activity.”

data subjects cannot be expected to
acceptarisk, particularly in cases where
there is a high risk of serious privacy
violations, and therefore the planned
processing operations are deemed inad-
missible under data protection law —
for example, where data processing
operations presenting a high residual
risk would violate data protection
principles under Art. 6 nFADP (e. g.
proportionality) or technical security
requirements under Art. 8 nFADP.

Federal Data Protection and Information Commissioner
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II Growing number of exceptions to the Freedom of Information
Act in specific legislation and emergency legislation

In the Emergency Ordinance of 16 March
2023 on Additional Liquidity Assis-
tance Loans and the Granting of Federal
Default Guarantees for Liquidity Assis-
tance Loans made by the Swiss National
Bank to Systemically Important Banks,
the Federal Council stipulated, inter
alia, that no access to official documents
will be granted under the Freedom of
Information Act. The exclusion of citi-
zens’ rights of access guaranteed by
the Freedom of Information Act by way
of an emergency ordinance raises fun-
damental legal issues.

Following the pandemic, during
which many decisions were made
under emergency legislation, and the
“rescue umbrella” for the electricity
sector, with the aforementioned ordi-
nance of 16 March 2023 the Federal
Council has once again, within a short
period of time, decreed that activities
which it has delegated to the Adminis-
tration by means of emergency legis-
lation will not be subject to the Free-
dom of Information Act, using that
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same emergency legislation. Both cases
may entail the use of billions of francs
of taxpayers’ money.

The Federal Council’s approach
raises fundamental legal issues: based
on the information currently available
to the FDPIC, in neither of these cases
does the justification provided for
enacting emergency legislation based
directly on the Federal Constitution
in order to support the electricity or
financial sectors explain the necessity
to exclude by emergency legislation
the citizens’ right to information about
the activities of the Administration
based on that emergency legislation. If
there is no need to restrict citizens’

rights under the Freedom of Informa-
tion Act by emergency legislation, the
question arises as to where the Federal
Council derives the right to repeal this
federal act by ordinance.

Had the Freedom of Information
Act continued to apply, the Federal
Administration would have been able
in both cases to restrict access to official
documents under this Act, citing the
protection of public and private inter-
ests, or at least to defer such access
until the Federal Assembly may decide
to exclude administrative transparency
through the ordinary legislative proce-
dure, and — if it deemed such exclusion
necessary — to anchor it in a formal
enactment.

In view of the accelerating growth
in the number of special legal exclu-
sions of the Fol A, the Commissioner
has decided to publish a table starting
with this annual report, which will
henceforth show the current status of
these exclusions (s. ch. 2.5).

“The exclusion of citizens’ rights of access guaranteed
by the Freedom of Information Act by way of an
emergency ordinance raises fundamental legal issues.”
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IIT National and international cooperation

Strengthening cooperation
with the cantons

In the ongoing digital transformation,
the processing of personal data is be-
coming increasingly complex, involving
a large number of public and private
players and increasing the cascade of
data processing by third parties. This
phenomenon comes to the fore when-
ever cyber attacks and data security
breaches are reported, such as in the
cases of Infopro and Winbiz (see Sec-
tion 1.3).

Cooperation is being intensified in
order to ensure effective and compre-
hensive monitoring, particularly in
relation to federal and cantonal data
protection legislation. This applies in

particular in cases where cantonal or
communal public authorities employ
private individuals to process data, or
where private or public entities also act
under private law or are vested with
publicauthority, or where there are can-
tonal regulations under which the
Federal Act on Data Protection applies.
The FDPIC has made this one of the
points of his strategy for 2023, namely
the strengthening of cooperation with
his cantonal and communal counter-
parts on transparency and data protec-

“The federal, cantonal and communal data protection
authorities aim to strengthen their cooperation.”

10

tion in order to travel the digital trans-
formation road together while respect-
ing their remits and independence.

In preparation for the 2023 federal
elections, the FDPIC and the bureau of
the Conference of Swiss Data Protection
Commissioners (privatim) have up-
dated their guide to the digital pro-
cessing of personal data in connection
with elections and votes in Switzerland
(see Section 1.1).

In addition, the data protection
authorities will continue to work on
the issue of cloud computing, parti-
cularly with regard to the transfer of
databases, applications and on-premise
IT processes to the cloud. In this regard,
the FDPIC is closely monitoring devel-
opments in the European Union and is
also in contact with the parties con-
cerned.

Federal Data Protection and Information Commissioner
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Council of Europe

The Council of Europe’s Consultative
Committee of the Convention for the
Protection of Individuals with regard
to the Processing of Personal Data (Con-
vention 108) is also open to accession
by non-member states of the Council
of Europe. Russia’s extraordinary with-
drawal from the Council of Europe
has forced the Consultative Committee
to consider the conditions of contin-
ued participation in such cases (see Sec-
tion 1.7). Active participation in the
Committee is particularly important
for the modernised Convention 108
(Convention 108+). This Convention
is considered an important tool and
constitutes a bridge between different
regions of the world and between dif-
ferent national legislative frameworks.
The FDPIC continues to participate
actively in the Committee.
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International cooperation

The disclosure of personal data to a
country without an adequate level of
data protection raises similar privacy
questions in different countries. The
FDPIC is specifically monitoring devel-
opments in this area in EU and EEA
Member States, particularly in connec-
tion with the ongoing talks between
the EU and the US on this issue.

Evaluation of the level of
data protection

Switzerland is still waiting for the EU
to recognise Swiss data protection law
as offering an adequate level of protec-
tion in accordance with the GDPR,
which came into force in 2018. In the
meantime, its adequacy decision of
2000 remains in force. This decision
was made based on the former Data
Protection Directive 95/46/EC, which
was later replaced by the GDPR. The
EU Commission is expected to publish
its adequacy reports on all the states
that were already considered adequate
pre-GDPR at the same time, namely
Andorra, Argentina, Canada (commer-
cial organisations), Faroe Islands, Guern-
sey, Isle of Man, Israel, Jersey, New
Zealand and Uruguay. It is hoped that
the EU Commission will issue its new
adequacy decision regarding Switzer-
land in 2023.

“It is to be hoped that the EU Commission
will make its new adequacy decision for
Switzerland in the course of the year 2023.”

11
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1.1 Digitalisation and fundamental rights

FEDERAL CLOUD STRATEGY

Challenging cloud project of
the Federal Chancellery

During the year under review, the FDPIC
dealt with issues relating to the imple-
mentation of the Federal Administra-
tion’s cloud strategy. He participated in
a number of office consultations and
advised the Federal Chancellery on its
Cloud Enabling Office Automation
(CEBA) project.

During an office consultation, the Fed-
eral Chancellery’s Digital Transfor-
mation and ICT Steering (DTI) sector
presented the cloud principles that are
part of the Federal Administration’s
cloud strategy to the FDPIC. These serve
as recommendations for the procure-
ment of cloud applications by the vari-
ous administrative units.

The FDPIC demanded, among
other things, that the DTT’s recommen-
dations constitute binding minimum
requirements, which the departments
may choose to make more stringent
but never more relaxed. Furthermore,
the FDPIC found that the principles
were strongly influenced by the infor-
mation security perspective and thus

14

did not take due account of data pro-
tection issues. In particular, the princi-
ples drew on a distinction between
sensitive personal data and other per-
sonal data, which, in the FDPIC’s
view, was nota very suitable criterion
for assessing the risks to the privacy
and fundamental rights of data subjects,
especially since combining non-sen-
sitive personal data could also resultin
a high processing risk. A high risk can
result from the use of new technologies
or the nature, scope, context or pur-
poses of the processing, all elements that
are typically encountered in cloud
outsourcing. Therefore, the FDPIC
insisted that the cloud principles should
require a data protection impact as-
sessment when personal data was to
be processed in the cloud.

The DTI sector involved the FDPIC
in its preliminary work on the intro-
duction of Microsoft 365,
in particular by submit-
ting to him the drafts of
an analysis of the legal

requirements and the in-
formation security and data protection
(ISDP) concept. In his comments, the
FDPIC stated, among other things, that
in his view it was uncertain how long
it would remain technically feasible to
run certain applications at the federal
government’s own IT centers rather
than in the cloud operated by the US
company Microsoft, as the DTI project

envisages today. In view of this uncer-
tainty, the FDPIC requested that alter-
natives to Microsoft 365 be put for-
ward that are less problematic from a
data protection perspective. He went
on to request a more detailed analysis
as to whether a sufficient legal basis
existed for the processing of personal
data in the cloud operated by Microsoft,
and whether the principle of propor-
tionality was observed. Regarding the
distinction between sensitive per-
sonal data and other data by users them-
selves, in the FDPIC’s view it remains
unclear whether this is appropriate or
feasible. Finally, he urges the DTI to
carry out a comprehensive data protec

tion impact assessment transparently
highlighting the risks of outsourcing
to the cloud. In his opinion, a detailed
analysis is crucial to assess the issue of
possible access by the US security au-
thorities to personal data that the Fed-
eral Administration processes in the
Microsoft cloud.

Federal Data Protection and Information Commissioner
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NATIONAL DATA MANAGEMENT

SpiGes project of the FSO

During the year under review, the Federal
Statistical Office submitted a report to
the FDPIC on the status of the project
regarding the reuse of data from inpa-
tient hospital stays (SpiGes). The FDPIC
pointed out the privacy risks inherent
to this sub-project of the National Data
Management (NaDB) programme and
demanded that appropriate protective
measures be developed for its imple-
mentation.
The National Data Management (NaDB)
programme was launched in October
2019 under the lead of the FSO and aims
to allow the reuse of data and to facili-
tate data sharing between authorities.
One of the pilot projects of the NaDB
programme is the reuse of data collected
within the context of inpatient hospital
healthcare (SpiGes project). The pro-
jectinvolves collecting data from inpa-
tient hospital stays once only via the
FSO’s interoperability platform in
accordance with the once-only principle
and then using the data for both admin-
istrative and statistical purposes (see
also 29™ Annual Report, Section 1.1).
One specific risk that can arise when
data is reused and which the FDPIC
has explicitly highlighted
is the violation of the
‘limitation of purpose’
principle. To prevent this,
a clear distinction must be
made between data processing for
statistical purposes and data process-
ing for other (e. g. administrative) pur-
poses. Furthermore, special attention
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needs to be given to operators with the
dual role of data providers and data
recipients, such as hospitals and insur-
ance companies. A clear IT and organi-
sational separation of the data catego-
ries processed and restricted access to
these separate data categories are
therefore essential.

In this regard, the FDPIC pointed
out to the FSO that, given the scope of
the projectand the high risk associated
with the extensive processing of sensi-
tive personal data, risk analyses needed
to be carried out to assess the privacy
risks and determine the action needed
to address such risks, in accordance
with the new Federal Act on Data Pro-
tection in particular, which is due to
come into force in September 2023
(Article 22 nFADP, Data Protection
Impact Assessment).

CERTIFICATION

New Ordinance on Data
Protection Certification
(DPCO)

In the year under review, the FDPIC
advised the Federal Office of Justice in
its legislative work on the new Ordinance
on Data Protection Certification (DPCO).
The Federal Council has issued the
Ordinance on Data Protection Certifi-
cation (DPCO) of 31 August 2022 regu-
lating the recognition of certification
procedures and the introduction of a
data protection quality label. The ordi-
nance is due to come into force with
the new FADP on 1 September 2023.

The FDPIC worked with the Swiss
Accreditation Service (SAS) to support
the Federal Office of Justice in fleshing
out the DPCO, advising it on legal and
IT aspects. In addition, the FDPIC is
currently developing specific guidelines
regarding the minimum requirements
for a management system as well as
guidelines for the data protection criteria
to be applied when assessing the con-
formity of products, services and pro-
cesses.

When data is processed in connec-
tion with certified systems, products
or services, data controllers are not
required to carry outa data protection
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impact assessment, even where there
is a high risk to personal privacy. Certi-
fication also enables manufacturers
and data controllers to document their
compliance with the Data
Protection Act. In the
FDPIC’s view, data pro-

tection certification can
strengthen data protec-
tion in Switzerland. In particular, cer-
tification promotes transparency by
having increasingly complex data pro-
cessing operations analysed by an in-
dependent authority.

European data protection certifica-
tion covers only products, services and
processes, not management systems.
After consultation with the Swiss
Accreditation Service (SAS), foreign
data protection certification that
meets the requirements of Swiss legis-
lation is recognised. The FDPIC also
recognises foreign certification bodies
that meet Swiss requirements after
consultation with the SAS.
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VOTES AND ELECTIONS

ELECTRONIC IDENTITY (E-ID)

Updating of the existing
guidelines

In consultation with the Conference of
Swiss Data Protection Commissioners
(privatim) and the Federal Chancellery,
the FDPIC has updated the guidelines
for votes and elections, specifically in
view of the upcoming federal elections
in autumn 2023. These were published
on his website in December 2022. In
particular, the updated guidelines
emphasise the critical importance of
the data protection principle of trans-
parency in voting and elections.

The guidelines were first drawn up in
the reporting year 2018/2019 together
with the Conference of Swiss Data
Protection Commissioners (privatim)
and in close consultation with the
Federal Chancellery and a working group
(see 26™ Annual Report, Section 1.1).
Since then, they have been updated on
aregular basis (see 27* Annual Report,
Section 1.1). In the year under review,
they were structured more clearly, in
particular, and extended to include the
control questions formulated in the
reporting year 2019/2020 regarding
compliance with the data protection
principles on websites.

Self-sovereign identity
approach

The FDPIC was able to present his con-
cerns about the new E-ID Act during
the office consultation on the bill. The
draft legislation is expected in summer
2023.
In 2021, Swiss voters had rejected the
first draft of the E-ID Act, demanding a
new solution for a state-recognised
digital identity (see 29" Annual Report,
Section 1.1). In the year under review,
the Federal Department of Justice and
Police (FDJP) put forward a draft of the
new E-ID Act (federal act on electronic
identification services and trust infra-
structure) for office consultation. The
draftis based on the concept of a self-
sovereign identity, allowing users the
utmost control over their personal
data.

All holders of an ID document
issued by the Swiss authorities may
apply to the latter for an e-ID. To this

17
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end, the federal government will create
and operate a state trust infrastructure
which, on the one hand, will allow the
e-ID to be checked for authenticity
and, on the other, can be used by other
public and private entities to issue and
check other electronic proof. Accord-
ingly, the first part of the bill regulates
the state e-ID, while the second part
regulates the trust infrastructure and
other electronic proof. However, the
bill does not regulate the details of the
e-ID issuing process.

The FDPIC commented on the
draft bill and was able to successfully
present a number of demands. For
example, the FDPIC was involved in
developing provisions to restrict both
the processing of metadata generated
during use and the collection of data
via the interfaces required for issuing
the e-ID. As requested by the FDPIC,
the draft E-ID Actalso provides that

18

cantonal contact points are to be set up
to provide assistance to citizens using
the new e-ID. The FDPIC also stressed
that it should be made clear in the
dispatch on the bill that the e-ID should
not result in citizens being required,
as arule, to identify themselves via the
internet. With regard to the entities
using the trust infrastructure to issue
further electronic proof, the FDPIC
demanded revocation obligations for
issuers.

The FDPIC considers the proposed
approach of an open register with fee
collection to be problematic. With this
system, people applying for an e-ID
would enter their details in the register
themselves, without their identity
being verified beforehand. The FDPIC
pointed out the associated risk of ap-
plicants with fake IDs abusing the trust
infrastructure. In the FDPIC’s view,
the federal government should take
measures to protect the infrastructure
that it operates against unauthorised
use. Therefore, we called for these
risks to be made clear in the dispatch

to the Federal Council. We also pointed
out that, if identities were not verified
beforehand, a system
would be needed to con-
firm the identifiers present
in the base register, as
identifiers already in the
register could be linked to an indi-
vidual, entity or organisation in the
real world.

After considering the outcome of
the consultations, the FDJP announced
that it would define in greater detail
the list of persons authorised to use the
e-1D, the issuing process, data protec-
tion aspects, user-friendliness (includ-
ing accessibility) and cantonal support
services. The FDPIC will continue to
monitor developments in this project
and present his data protection con-
cerns. The bill is to be submitted to the
Federal Council by summer 2023.

Federal Data Protection and Information Commissioner
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SWISS POST’S ONLINE PORTAL

Access with Swiss ID only
from now on

In the year under review, Swiss Post
outsourced the customer login process
on its website, forcing users to use a
SwisslD to access its online services
from December 2022 onwards. The
FDPIC had been informed in advance
and pointed out the requirements under
data protection law.

When Swiss Post asked users of its
online services to create a SwissID, we
received numerous enquiries from
members of the public about Swiss
Post’s actions.

The outsourcing of the login process
and of the associated data processing
to the private company SwissSign must
notresult in any disadvantage for
Swiss Post customers with regard to
their privacy or their right to informa-
tional self-determination.

Therefore, the FDPIC informed
Swiss Post that the outsourcing of its
login process to SwissSign was subject
to the requirements of data processing
by third parties in accordance with
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Article 10a FADP. Accordingly, Swiss
Post remains liable to its customers
for the data processing carried out by
SwissSign in connection
with the login process on
Swiss Post’s website. Swiss
Post was required to
contractually guarantee
that SwissSign would ensure data se-
curity and process the data it collected
from Swiss Post customers exclusively
for the purpose of logging in.

After receiving assurances from
Swiss Post that it acknowledged and
agreed to comply with the data pro-
tection requirements for data proces-
sing by third parties with regard to the
outsourcing of its login process, the
FDPIC saw no need to take any super-
visory action.

DIGITAL SWITZERLAND STRATEGY

Digital driving licence
project

The Federal Roads Office (FEDRO), the
Association of Road Traffic Offices
(asa) and the Federal Office of Justice
(FOJ) presented the digital driving
licence project to the FDPIC. The FEDRO
project is part of the Digital Switzerland
Strategy.

The FEDRO is planning the phased
introduction of a digital driving licence,
provisional driving licence and vehicle
registration document based on federal
road traffic law. The digital documents
will be recognised abroad and verifiable
by police. They will be issued by the
cantons in accordance with the form,
contentand design requirements laid
down by the FEDRO.

The ID data is already stored in the
driver registration information system
(IVZ), which is jointly managed by the
FEDRO and the cantons and which the
cantons may access within the scope
of their legal duties.

Based on the information he has
received, the FDPIC feels that the pro-
ject can be implemented in compliance
with data protection regulations.
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30 years of data protection

The Data Protection Act of 1992

The first Federal Act on Data Protection of19 June 1992 came
into force on 1 July 1993.

In its legislative dispatch of 23 March 1988, the Federal
Council had already justified the need for legislative action
based on the use of modern information and communica-
tion technologies in virtually all areas of life and the rapid
intensification of data processing and its spread throughout
society, the economy and government. Thirty years on, almost
every aspect of our lives is digital, which legislators at the
time could not have foreseen. Nevertheless, the principles
of personal data processing enshrined in law at the time
have proven timeless. The new Federal Act on Data Protec-
tion of 25 September 2020, which is due to come into force
on 1 September 2023, is based on the same principles of
transparency, proportionality and limitation of purpose,
which remain the key pillars of personal data processing
under the new law.

Although our everyday lives have been radically trans-
formed by the internet and smartphones, many data protec-
tion issues remain as topical as ever. In our first Annual
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Report, we already dealt with data processing by the police
in the fight against organised crime and video border surveil-
lance. Telephone monitoring and surveillance for law enforce-
ment purposes were already being carried out at the time
although nobody carried a telephone, camera, television,
library or computer around with them in their pocket back
then.

With today’s digital society permanently connected to
the internet as it goes about its daily business, from banking
to online dating, the scope and intensity of personal data
processing has grown exponentially. Nevertheless, the mis-
sion of the independent federal data protection supervisory
authority remains the same, namely to prioritise people’s
fundamental rights and privacy over what is technologically
possible. The current FDPIC has embraced this challenge,
following in the footsteps of his predecessors, Odilo Guntern
and Hanspeter Thiir, who shaped the first 23 years of the
federal data protection supervisory authority, and considers
ita ‘mission possible’ despite the rapid pace of technological
progress.

A

Some proceedings could not be concluded in the reporting

year. Itis important to know here that, according to the tran-
sitional provision under Art. 70 new FADP, these will still be

assessed under the currently applicable law, evenif they are

not concluded until after the new data protection law enters

into force on1 September 2023. This applies in particular to

the clarification of the facts that the FDPIC opened in spring

2021 regarding the data processing of a Swiss online shop

and the clarification of the facts regarding the data process-
ing of the auction platform Ricardo AG and TX Group AG, both

of which are still pending (s. 29t AR, Section 1.3).

01d or new law - which applies?
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The new Data Protection Act of 2023

The fully revised Federal Act on Data Protection of 2020
provides data controllers and the data protection super-
visory authority with new instruments to meet the public’s
legitimate expectations in terms of robust protection of
privacy in accordance with the rule of law. The FDPIC will
thus intensify his supervisory activity.

The FDPIC’s role

The new Federal Act on Data Protection will come into
force on 1 September 2023. It introduces changes for data
processors and data subjects and provides the FDPIC with
additional duties and powers, who will thus intensify his
supervisory activities and increase the number of investiga-
tions.

Institutional innovation

In future, the Federal Data Protection and Information
Commissioner (FDPIC) will be elected by Parliament. Up
until now, the FDPIC was elected by the Federal Council
and was merely confirmed by the Federal Assembly. This
new rule increases the office’s independence from the exec-
utive and enhances its democratic legitimacy. The elected
Commissioner recruits his own staff and has his own
budget, the draft of which is still submitted to the Federal
Assembly.

The FDPIC remains assigned to the Federal Chancellery for
administrative purposes, especially since the FDPIC com-
municates with the Federal Council via the Federal Chancellor.
The Federal Chancellery provides the FDPIC with a range of
services in personnel administration, finance and office
automation on the basis of a service level agreement.

From now on, it will be up to the Federal Council to
decide whether or not the legislation of a third country pro-
vides adequate protection, allowing data to be transferred
from Switzerland to that country without additional meas-
ures. A list of countries providing adequate protection will
be annexed to the Data Protection Ordinance.

New duties for the FDPIC
If the planned processing of personal data is likely to involve
a high risk to the privacy or fundamental rights of data sub-
jects, private- and public-sector data controllers are required
to carry out a data protection impact assessment (DPIA). If
the DPIA shows that the planned processing still results in a
high risk to the privacy or fundamental rights of data sub-
jects despite appropriate measures being putin place, the data
controller must seek a prior opinion from the FDPIC. The
FDPIC will examine the DPIA and inform the data controller
of any objections within two months. The FDPIC’s opinion
is not an authorisation to carry out the planned data pro-
cessing. His opinion is not appealable but is subject to a fee.
The revised Act gives the FDPIC new duties. Professionals,
industry and trade associations can draw up their own codes
of conduct and submit them to the FDPIC for an opinion.
The FDPIC publishes his opinions along with a list of stand-
ard data protection clauses that he has approved, issued or

“The FDPIC will intensify his supervisory activities
and gradually increase the number of investigations.”
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recognised. In future, the FDPIC will be able to charge fees
for the opinions that he issues on codes of conduct and for
the approval of standard data protection clauses and binding
corporate data protection rules.

Under the revised Act, data controllers have a duty to
report to the FDPIC any data breaches that may resultina
high risk to the privacy or fundamental rights of data sub-
jects. The FDPIC provides a reporting portal on his website
for that purpose.

Investigations
Asasupervisory body, the FDPIC is responsible for ensuring
that federal bodies and individuals comply with the federal
provisions on data protection, in particular the Federal Act
on Data Protection (FADP). If there are sufficient elements
to suggest that data processing may violate data protection
regulations, the FDPIC will open an investigation, unless
the violation is minor. In his investigation, the FDPIC deter-
mines the way in which a federal body or a private company
or individual processes data relating to a natural person. On
the basis of his findings, he will then assess whether or not
there has been a breach of federal data protection regulations.

When the revised Data Protection Act comes into force,
Switzerland will ratify the Council of Europe’s Convention
108+. This is a legally-binding multilateral instrument on
the protection of privacy and personal data that was opened
for signature in 1981 and has recently been modernised to
address the challenges of the digital age. In order to meet the
requirements of Convention 108+, legislators have extended
the investigative powers of the FDPIC. In the past, the
FDPIC could only investigate the data processing activities
of individuals in cases where the methods of processing
were capable of breaching the privacy of a large number of
individuals. This limitation (‘system error’) will no longer
exist in the future.

The Commissioner will thus intensify the FDPIC’s su-
pervisory activities from the entry into force of the new law
and gradually increase the number of formal investigations.
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The authority has been provided with additional staff re-
sources for the enforcement of the new law and was able to
successfully complete the corresponding recruitments in
spring 2023.

Informal preliminary investigations

Elements indicating a possible breach of data protection
regulations may arise during ongoing supervisory activities
or may be reported to the FDPIC by data subjects them-
selves or by third parties such as media companies or con-
sumer protection organisations. If the FDPIC finds indica-
tions of a breach of data protection regulations, he begins by
conducting an informal investigation to verify whether or
not the matter is within his remit, whether there is sufficient
evidence of a breach, and whether the breach is more than
justa minor one. The FDPIC may informally ask the data con-
troller to voluntarily answer questions if, for example, it is
unclear whether the matter falls within his remit or if he
believes that an investigation could be avoided by contacting
the data controller. An investigation can be avoided, for
example, if the data controller is able to immediately refute
the existence of a breach or if they voluntarily take measures
within a reasonable time frame to ensure compliance with
the data protection regulations.

Formal investigation

Under existing law, a case investigation is carried out to
establish the facts and to determine whether or not a breach
of data protection regulations has occurred. After the investi-
gation, if necessary, the FDPIC issues a legally non-binding
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recommendation that specific data processing activities be
modified or suspended. Under the new law, investigations
are governed by the Federal Act on Administrative Proce-
dure (APA). If the FDPIC identifies a breach of data protec-
tion regulations during an investigation, he will have the
authority to issue a legally binding order under Article 5
APA, which the data controller needs to challenge before
the Federal Administrative Court if they do not wish to
comply with it. The FDPIC may order that data processing
activities be modified, suspended or discontinued, or that
personal data be deleted.

Administrative assistance
The revised Act contains two provisions specifically regarding
the FDPIC’s cooperation with Swiss and foreign authori-
ties. Swiss authorities are obliged to provide administrative
assistance to the FDPIC, while the FDPIC has a duty to pro-
vide administrative assistance only to the Swiss data pro-
tection authorities, the law enforcement authorities in con-
nection with his reports, and the federal authorities and
police bodies involved in enforcing the measures ordered.
The FDPIC’s administrative assistance to foreign authori-
ties extends to data protection authorities. He may provide
information and personal data required by the authorities for
the performance of their respective statutory duties. A
number of conditions need to be met, including reciprocal
administrative assistance, confidentiality, and use of the
information strictly for the proceedings in question.

Fees

In future, the FDPIC will charge private data processors for a
number of his services. In addition to the activities already
mentioned above thatare subject to fees (opinions on codes
of conduct and data protection impact assessments, and
approval of standard contractual clauses and binding corpo-
rate data protection rules), the FDPIC will also charge fees
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in the investigation procedure. In addition, he will charge
private data processors for consultancy services. An hourly
rate of between CHF 150 and CHF 250 will be charged de-
pending on the position of the staff providing the service.
Surcharges may apply if a service requires an extraordinary
effort or is particularly difficult or urgent. The FDPIC may
waive fees if the service is in the public interest or required
little effort.

Criminal law

As before, unlike his EU counterparts, the FDPIC has no
power to impose sanctions under the new law. However,
the supplementary criminal provisions in the FADP have
been extended. The wilful disregard of notification, disclo-
sure and reporting obligations and the intentional violation
of due diligence obligations are punishable. This applies in
particular to the disclosure of personal data abroad, order
processing and the provision of data security. Fines of up
to CHF 250 0oo may be imposed on the natural person
responsible for the offence. Legal persons can be fined up to
CHF 50 000, only as a subsidiary measure.

During the parliamentary consultations on the new
FADP, the Federal Council announced that it would consider
introducing administrative penalties for offending compa-
nies as part of a new federal act.

“The FDPIC can now order that a data

processing operation be terminated or
that personal data be deleted.”
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DPIA

REPORTING PORTALS

The FDPIC advises the FOJ on guidelines for
data protection impact assessments within
the Administration

Under the fully revised Federal Act on Data Protection (nFADP),
the offices of the Federal Administration are required to
perform a data protection impact assessment (DPIA) before
they carry out any data processing which is likely to result in
a high risk to the privacy or fundamental rights of the indi-
viduals concerned. The FDPIC advised the Federal Office of
Justice (FOJ) on guidelines and tools for the federal bodies.
When planning projects for the digital transformation of
the Federal Administration, the offices responsible need to
assess the potential risks to the privacy and fundamental
rights of the individuals concerned. If the planned processing
of personal data is deemed likely to result in a high risk,
the federal bodies in question are required to perform a data
protection impact assessment in which they identify the
risks and the measures needed to mitigate them.

The FDPIC helped the FOJ to formulate guidelines and
tools to facilitate the work of the federal offices in this
respect. The FDPIC stated that it was important not to rely
solely on (software-assisted) aids and final checklists both
in the preliminary examination aimed at identifying the
need for a DPIA and in the DPIA itself. A DPIA requires an
evaluative assessment of the overall risk, taking into account
all aspects of the specific case at hand. Based on practical
experience with risk assessments carried out by the Federal
Administration under the current Schengen Data Protection
Act, the FDPIC also pointed out that under the DPIA guide-
lines, federal bodies should report any significant changes
in their existing data processing operations compared with
their planned activities. The comparison should include
systemic aspects (scope, frequency and duration of data pro-
cessing as well as access rights) as well as security aspects
of data processing.
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Reporting portals for the new Data
Protection Act

In the run-up to the entry into force of the new Federal Act
on Data Protection, the FDPIC has introduced new reporting
portals, one of which is already available, namely the portal
for federal bodies to register their data processing activities.
A portal for registering data protection officers and one for
reporting data security breaches will follow.

In 2021, the FDPIC launched a project for the creation of
three reporting portals.

With the introduction of the new record of processing
activities for federal bodies provided for in Article 12 nFADP
(DataReg) replacing the current system for registering private
and official data files (WebDataReg), we were able to launch
the first reporting portal in November 2022. The completely
redesigned DataReg is used for registering and publishing
records registered by the federal bodies and is intended to
help the authorities manage them. The current portal
(WebDataReg), which is also used to publish the data files
of private companies, will be discontinued on 1 September
2023. Under the new law, the latter are no longer subject to
registration.

The reporting portal for data protection officers is for
registering the contact details of appointed data protection
officers.

The portal for reporting data security breaches under
Article 24 nFADP (Data breach) provides a secure digital
channel for data controllers to report data security breaches
that pose a high risk to the data subjects concerned. The
online form helps data controllers enter all the required data
in a structured manner and is intended to help the FDPIC
process reports efficiently and to facilitate statistical analysis.
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1.2 Justice, Police, Security

FOCBS

Customs Act

The draft comprehensive revision of
the Customs Act is currently being
discussed by the Parliament’s Economic
Affairs and Taxation Committees. In
this context, the FDPIC was heard by the
National Council Committee. In parti-
cular, he pointed out the sensitive nature
of the project and the disproportionate
access to the information system of the
Federal Office for Customs and Border
Security (FOCBS) granted to the Federal
Intelligence Service.

On 24 August 2022, the Federal Council
submitted to Parliament a draft federal
act on the general provisions governing
the collection of levies and control of
the cross-border movement of goods
and persons by the Federal Office for
Customs and Border Security (act set-

ting out implementation by the FOCBS).

The National Council Economic Affairs
and Taxation Committee is in charge
of reviewing the bill and interviewed
the FDPIC on 24 October 2022.
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The merger of police and customs oper-
ations within the FOCBS has posed a
challenge to the Confederation in terms
of data protection supervision. The
creation of a new customs police office
has increased the number of persons
processing personal data under both
customs and police law. The standar-
disation of the customs administration
has created a third major security au-
thority at federal level in addition to the
Federal Office of Police (fedpol) and
the Federal Intelligence Service (FIS).
As mentioned in our 28" Annual
Report 2020/21 (see Section 1.2), the
Federal Department of Finance ini-
tially submitted a bill for consultation
that was unacceptable from the point of
view of federal data protection super-
vision. The bill did not specify how

the customs police office would pro-
cess personal data, leaving this to the
discretion of FOCBS managers.

As part of our intensive and long-
term support, in agreement with the
Federal Office of Justice, we have en-
couraged the FOCBS to

EmEm }
mEm0O drawupacomparison
0000  petween the current pro-
oooo P
ooono  cessing of personal data

by the FCA and future
processing by the FOCBS. This compar-
ison has been included in the data
protection impact assessment. On this
basis, the FOCBS has revised and
clarified in detail the section on data
processing (see 29™ Annual Report
2021/2022, Section 1.2). In the mean-
time, with these improvements in
place, the FDPIC’s fundamental objec-
tions raised during the third office
consultation were withdrawn, asa
result of which the bill submitted to
Parliament is now acceptable from a
data protection perspective.

Despite the improvements made,
however, the draft FOCBS enforcement
remit act s to be regarded as sensitive
under data protection law. During the
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third and final office consultation pro-
cedure, the new proposal to grant the
FIS access to the FOCBS information
system remained controversial. The
current Customs Act does not provide
for such access, as sporadic cooperation
between Customs and the FIS can take
place on a case-by-case basis within
the framework of mutual administrative
assistance. The insistence on granting
access shows that the Confederation’s
three major security authorities are
keen to intensify the processing of per-
sonal data by granting each other un-
restricted access to their respective in-
formation systems. The Federal Council
has maintained FIS access in the act
despite the fact that we consider it unnec-
essary and therefore disproportionate.
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PROTECTION STATUS S

Web application RegisterMe

The State Secretariat for Migration (SEM)
has set up a web application for refu-
gees to apply for protection status S.
The FDPIC expressed security concerns
over the storage of personal data of
this vulnerable group and welcomes the
action subsequently taken by the SEM.
Tens of thousands of people who have
entered Switzerland after being forced
to flee the war in Ukraine have applied
to the State Secretariat for Migration
(SEM) for temporary protection (pro-
tection status S). The web application
RegisterMe is used for booking an
appointment for registration at a fed-
eral asylum center and was introduced
as a fast-track system for processing
the large number of applications and
appointments.

The FDPIC had already identified
potential risks to the data subjects’
personal data just a few days after Reg-
isterMe was launched and raised his
security concerns with the SEM. He

had also noticed that there was no way
to delete the registration details of
these vulnerable individuals in the web
application. He therefore advised the
SEM to introduce a way to delete the
data and to delete it immediately after
the appointment. Specifically, he ad-
vised the SEM to create and implement
a deletion method.

The SEM now uses two-factor
authentication to protect the personal
data, which is stored at a computer
center specially designed for the storage
of sensitive data. Furthermore, the
SEM has introduced a method for de-
leting the data, which was implemented
in September 2022.

27



Data protection

MITTO AG

Preliminary clarification
on possible misuse of the
‘signalling system access’

In December 2021, international media
coverage drew the FDPIC’s attention to
allegations of unlawful data processing
by an employee of the Zug-based com-
pany Mitto AG. A preliminary investiga-
tion found no evidence of a breach of
data protection regulations. The FDPIC
has concluded his preliminary investi-
gation with a final report, without issu-
ing any recommendations.

In December 2021, following media
coverage, the Federal Data Protection
and Information Commissioner was
alerted by an article published by the
Bureau of Investigative Journalism and
Bloomberg News to allegations of
unlawful data processing by an em-
ployee of the Zug-based company
Mitto AG. The article alleged that the
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employee in question had abused the
access granted by mobile phone opera-
tors to their networks for the purpose
of sending text messages
to obtain information for
other purposes. In par-
ticular, the employee alleg-
edly used access to the
signalling system (SSy) to enable the
unauthorised surveillance of individuals
in return for payment (see 29™ Annual
Report, Section 1.3).

The FDPIC demanded detailed
information from Mitto AG in several
stages on the technical and organisa-
tional safeguards in place at the com-
pany. Mitto AG complied with all of
the FDPIC’s requests and conducted
its own external investigations, the
results of which were shared with the
FDPIC.

Mitto AG produced documenta-
tion on the organisational framework
of its operations and described the
measures in place to prevent and detect
unauthorised changes to the software.
According to Mitto AG, the logging
data showed no evidence to suggest
that the systems had been abused in
the manner alleged.

According to Mitto AG, and confirmed
by mobile operators in Switzerland,
who were also invited to comment, it
is impossible for Mitto AG employees
to access the location data of SMS
recipients without modifying the sys-
tems or software.

The FDPIC has carried out all the
necessary inspections that were possible
with the resources available to him but
no evidence has come to light confirm-
ing thata breach of data protection
regulations has taken place.

In view of the foregoing, the FDPIC
has decided to conclude the preliminary
investigation into Mitto AG without
making any recommendations.
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1.3 Commerce and economy

DISCLOSURE OF PERSONAL DATATO FOREIGN TAXAUTHORITIES

The Federal Supreme Court
rules against the right to
information of third parties
in international adminis-
trative assistance in tax
matters

In 2019, the Federal Administrative
Court upheld an objection by the FDPIC
concerning the right to information of
third parties in international adminis-
trative assistance in tax matters. In the
subsequent appeal procedure before
the Federal Supreme Court, the Com-
missioner once again defended this
right of third parties. In December 2021,
the Federal Supreme Court upheld the
Federal Tax Administration’s objection
following a change in practice that had
occurred in the meantime and over-
turned the ruling by the Federal Admin-
istrative Court.

In international administrative assis-
tance in tax matters, the right to be
informed about ongoing administrative
assistance proceedings is linked to the
right to appeal (see Article 14 of the Tax
Administrative Assistance Act). In
2017, the FDPIC issued a recommenda-
tion that, in international administrative
assistance in tax matters, the Federal
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Tax Administration (FTA) should also
notify in advance any persons who
were not affected by the request for ad-
ministrative assistance (i.e. third par-
ties) but whose names were to be dis-
closed in unredacted form to the re-
questing foreign authority (see 25™ An-
nual Report, Section 1.9.2). In the
FDPIC’s opinion, third parties were
entitled to oppose the unlawful dis-

closure of their data by lodging an appeal.

The FTA rejected this recommenda-
tion, prompting the FDPIC to take the

matter all the way to the
_#
s

the latter concluded that in interna-

Federal Administrative
Court (see 26™ Annual

Report, Section 1.3). In its
ruling of 3 September 2019,

tional administrative assistance in tax
matters, in principle, persons who
were not affected by the request for ad-
ministrative assistance (third parties)
but whose data was to be transmitted
in unredacted form needed to be noti-
fied in advance. Exceptions need to be
provided for, namely cases in which
notification would require dispropor-
tionate effort, thus rendering the pro-
vision of administrative assistance
impossible or causing disproportionate
delays. The FDPIC welcomed the
ruling as it protected the fundamental
rights of bank employees and other
third parties.

The FTA appealed the decision
before the Federal Supreme Court. The
latter lifted the suspension of pro-
ceedings requested by the FTA after

delivering a landmark ruling (BGE 146
I172) in another matter on 13 July 2020.
In the ruling in question, the Federal
Supreme Court severely restricted the
right to information, stating that third
parties whose data was to be disclosed
by the FTA to a requesting foreign
authority in unredacted form were enti-
tled to appeal only by way of exception,
namely in special circumstances. This
means that the FTA is not required to
notify ex officio all third parties enti-
tled to appeal before their details are
disclosed but only those who are clearly
entitled to appeal on the basis of the
files.

In light of this ruling, the FDPIC
recognised before the Federal Supreme
Court that, in international adminis-
trative assistance in tax matters, third
parties were entitled to appeal only by
way of exception. However, he reiter-
ated the view expressed by the Federal
Administrative Court that, in principle,
all third parties should be notified in
advance ex officio before their personal
datais disclosed. Only that way can all
third parties who are entitled to appeal
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in accordance with the Federal Supreme
Court ruling exercise their right to do
so and oppose the disclosure of their
data. The FDPIC then outlined again
before the Federal Supreme Court how
the FTA could fulfil a fundamental
duty of notification without requiring
a disproportionate effort that would
render impossible or excessively delay
the provision of international admin-
istrative assistance in tax matters (see
28% Annual Report, Section 1.3).

Inits ruling of 21 December 2021
(BGE 148 11349), the Federal Supreme
Court reaffirmed the case law estab-
lished by the aforementioned ruling
BGE 146 [ 172, according to which the
FTA was required to notify third parties
ex officio before disclosure of data only
if the parties in question were clearly
entitled to appeal on the basis of the files.
Contrary to the FDPIC’s interpretation,
the Court found that this was expressly
regulated in Article 14 paragraph 2 of
the Tax Administrative Assistance Act.
The Federal Supreme Court rejected a
general obligation of advance notifica-
tion based on Article 18a paragraph 3
FADP, pointing out that the disclosure
of data relating to third parties was
expressly regulated in the Tax Admin-
istrative Assistance Act. It therefore
upheld the FTA’s appeal and overturned
the Federal Administrative Court
ruling of 3 September 2019.
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TRACKING TECHNOLOGIES

Investigation into a possible
breach of Swiss people’s
right to privacy by Oracle

The FDPIC learned of a US lawsuit filed
in August 2022 against Oracle America
Inc. in which US plaintiffs raised serious
allegations of unlawful tracking of
internet users. The case is currently
being reviewed to determine whether
the allegations raised also affect people
in Switzerland.

The US lawsuit accuses Oracle America
Inc. of using tracking technologies to
collect data on 5 billion internet users
and compiling it in a database. Oracle
allegedly analyses and evaluates the
data it collects in order to create a file

on each of the data subjects. As well as
names and addresses, the company
allegedly records all types

(1 1] ] . ..
mmmO ofinternetactivity, for
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health information, even
across devices. The lawsuit claims that
Oracle tracks internet users by means
of various technologies, in particular
cookies and pixels, as well as JavaScript
code embedded in websites and apps.
The lawsuit is still pending, with the
US court yet to rule on the allegations
raised.

The FDPIC is reviewing the allega-
tions made in the lawsuit to establish
whether there have been any breaches
of privacy for people in Switzerland.
He has contacted Oracle Software (Swit-
zerland) GmbH but the technical aspects
are proving to be complex, as a result
of which no formal investigation has
yet been opened.
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POSTFINANCE

Waiving account publicity

Following the FDPIC’s demand that
PostFinance offer an opt-out option for
account holders who did not want their
account details to be publicly accessible,
the auto-completion of account details
on the e-banking platform is expected
to be reduced in the future to a level
that is customary in the industry.
During the last reporting year, we
conducted a preliminary investigation
into the auto-completion of account
details on PostFinance’s e-banking plat-
form (publicly accessible account de-
tails). This came after members of the
public alerted us to the fact that the
PostFinance e-banking portal provided
access to the details of any number of
account holders as the system auto-
matically added the name and address
of the account holder associated with
the account number entered in the
payment entry form (see 29" Annual
Report2021/2022, Section 1.3). After
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we demanded that custom-
ers be offered the chance to opt out
from their account details being made

PostFinance took meas-
ures to prevent mass que-
ries on its e-banking portal,

publicly accessible and being com-
pleted automatically.

PostFinance looked into the possi-
bility of implementing such an opt-out
and then decided not to make account
details publicly accessible in the future.
According to PostFinance, in the future
only account details that users have
already entered for a previous payment
order will be automatically completed
on its e-banking platform, in line with
customary industry practice. The nec-
essary changes are expected to be made
by the end of 2023. We will check to
ensure that these measures are imple-
mented.

CREDIT-HISTORY CHECKS

Database entries based on
poor household credit history

The FDPIC has concluded his case
investigation at a debt collection and
credit-rating agency. He found the use
of ‘poor household credit history’ to be
inadmissible.
In the reporting year 2019/2020, the
FDPIC initiated a procedure againsta
large debt collection and credit-rating
agency after it was alleged that its data-
base contained too many incorrect
entries, resulting in individuals with
the same or similar names being con-
fused with one another. The mix-ups
meant that payment reminders were
being sent to the wrong persons, and
incorrect poor credit histories were
being stored and made public. The
FDPIC also looked at how easy it was
to correct any incorrect entries. The
scope of the investigation was then
extended to assess the admissibility of
the company’s use of “‘poor household
credit history’ (see 27 Annual Report,
p-37; 28" AR, p. 34,and 29" AR, p. 39).
Anyone who processes personal
data must make certain that it is correct
(Article 5, paragraph 1
FADP). Mix-ups due to
incorrect database entries
regularly lead to invasions
of personal privacy which
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can sometimes severely impact the
individuals concerned. After a thorough
examination, the FDPIC concluded
that the company under investigation
complied with the data protection
requirements regarding measures im-
plemented to ensure the accuracy, up-
to-dateness and completeness of the
data. However, even when data is pro-
cessed carefully and the necessary
measures are taken, incorrect database
entries may still occur. Therefore, it
is important that data is processed in a
manner that is transparent for the data
subjects and that an effective correc-
tion and deletion process is in place to
avoid the negative impact of incorrect
database entries. The company under
investigation was found to meet these
requirements as well.

As part of his investigation, the
FDPIC also assessed the admissibility
of disclosing ‘poor household credit
history’ within the context of credit-
history checks. What this means is
that when a person’s credit history is
checked, any poor credit history of
other persons in the same household
is disclosed. The company explained
that this disclosure of data - for exam-
ple to online retailers — was intended

to prevent individuals with a poor credit

history from being able to make pur-
chases on account under the name of a
household member with a good credit
history (known as ‘evasive transac-
tions’). As aresult of this practice, the
credit histories of household members
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become linked so that individuals with
a good credit history are themselves no

o

the principles of transparency and

longer able to make on-ac-
count purchases. In his
investigation, the FDPIC
concluded that this pro-

cessing practice violated

proportionality set out in the Federal
Act on Data Protection. The processing
of data in this way cannot be justified.
In particular, the overriding interest
justifying a credit-history check (Arti-
cle 13 paragraph 2 letter c FADP) does
not apply because the poor credit his-
tory of another household member
cannot be considered decisive for es-
tablishing the credit history of a per-
son entering into a contract. For these
reasons, the FDPIC recommended in
his final report that the company stop
providing creditinformation based on

‘poor household credit history’.

The company has accepted the
recommendation.

CYBER ATTACK

Preliminary investigation
into Infopro AG and Fiducial
Winbiz SA

The FDPIC launched a preliminary
investigation following a cyber attack
on a Swiss cloud hosting service pro-
vider. He assessed the action taken and
informed the parties concerned of their
data protection obligations.

In late November 2022, it was reported
that the hosting company Infopro AG
had suffered a cyber attack. Among other
things, the company processed personal
data on behalf of Fiducial Winbiz SA, a
provider of cloud-based management
and accounting software widely used
in the French-speaking part of Swit-
zerland. As a result of the cyber attack
and subsequent action taken, some busi-
ness customers had temporarily lost
access to the cloud application and the
personal data stored in the cloud.

The FDPIC received numerous en-
quiries from Infopro SA’s business
customers regarding the cyber attack
and advised them on the matter. Where
personal data was involved, he reminded
customers of their obligations to in-
form the data subjects and to mitigate
the data protection risks. The compa-
nies concerned made every effort to
fulfil their obligations within a very
short time.

The FDPIC contacted Infopro and
Winbiz to promptly establish the facts,
in particular to investigate the allega-
tions of a security flaw in the Winbiz
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software thatis thought to have allowed
customers to access the data of other
customers. The FDPIC sent Winbiz a
questionnaire, inviting it,
in particular, to comment
on the reported violation
of access restrictions. Info-
pro was also sent a ques-
tionnaire. Meanwhile, discussions have
taken place with the cantonal data
protection authorities (privatim) and
with the National Cyber Security Cen-
tre (NCSC), which works alongside
the competent prosecution authorities.
Based on the answers received, the
FDPIC was able to establish that both
companies had taken the necessary
action to restore control over the per-
sonal data and had notified the custom-
ers concerned. The alleged security gap
was not confirmed, and so the FDPIC
saw no need for any further action for
the time being. Nevertheless, he asked
Infopro and Winbiz to keep him in-
formed of any developments.
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PRELIMINARY INVESTIGATION ATAVOICE SERVICE PROVIDER

DATING-APPS

Security vulnerability
promptly fixed

The FDPIC carried out a preliminary
investigation at a voice service provider
after being alerted to a security vulner-
ability. The provider took immediate
remedial action, so the FDPIC did not
need to initiate formal proceedings.

In the year under review, the FDPIC
was alerted by a journalistand a member
of the public to the fact that personal
data could be freely accessed via the web-
site of a voice service provider. A large
number of recorded telephone conver-
sations could be easily accessed with-
outa password, and in some cases the
data included additional information
that made it easy to identify specific
individuals.

Asaresult, the FDPIC opened an
informal preliminary investigation at
the voice service provider in question.
The company pointed out that it had
promptly fixed the vulnerability, inves-
tigated the security incident and imple-
mented additional security measures.
The FDPIC only needed to make a few
suggestions for improvement, which
the service provider implemented.
Given the circumstances, the FDPIC
saw no reason to launch a formal case
investigation and therefore closed the
preliminary investigation.

Analysis of the data
processing

In the reporting year, the FDPIC sent
his final report to a Swiss-based dating
app provider that operates internation-
ally. He also made recommendations,
which have been accepted.

In spring 2021, the FDPIC launched an
investigation into the data processing
activities of a dating app. In particular,
he wanted to check whether the han-
dling of deletion requests and the dis-
closure of personal data to third par-
ties complied with data protection
regulations and to verify compliance
with transparency and data security
requirements (see 28" and 29 Annual
Reports, Section 1.1 in both cases).

The FDPIC’s investigation con-
cluded thatalthough deletion requests
were processed within a short period
of time, the overall deletion concept
was inadequate. Users were also pro-
vided with insufficient and misleading
information regarding deletion op-
tions. The information about the data
processing carried out when using the
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app was deficient, particularly with
regard to which data are being pro-
cessed for which purposes. The FDPIC
made several recommendations to
remedy these shortcomings and to
ensure compliance with the processing
principles of transparency, propor-
tionality, good faith and lawfulness.

The app provider uses third-party
applications to perform various func-
tions on the app instead of developing
its own applications. In doing so, the
provider transfers the processing of
personal data to the third-party service
providers. In the FDPIC’s judgment,
the app provider did not take the nec-
essary measures as the data controller
(e.g. clarifications and agreements) to
ensure that these service providers
only processed the data as requested
and in accordance with data protection
law. Furthermore, the app provider
only carried out internal security tests,
which does not meet data security
requirements given the sensitivity of
the data being processed. In light of
this, the FDPIC made recommenda-
tions intended to strengthen data se-
curity and ensure that the outsourcing
complied with the law.

The app provider has accepted all
of the recommendations. Once all of
the recommendations have been put
into practice, the FDPIC will be able to
conclude the investigation.
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VIRTUALRACES

Improved data protection at
a virtual race organiser

The FDPIC was notified of data protec-
tion issues at an organiser of running
events. In response, he opened a prelimi-
nary investigation and contacted the
organiser. The latter took prompt action
to improve data protection so that the
FDPIC saw no need to launch a formal
investigation.

A company provides an app enabling
runners to compete against each other
in virtual races. The runs are time-in-
dependent (i.e. a given route can be
completed at any time within a specifi-
able time frame) and, depending on
the event on offer, location-independent
(i.e. you can run wherever you want).
Runners are then ranked according to
their results. Of concern was the fact

that the web development tool could
be used to collect the ranking data of
numerous individuals with just a few

clicks and that that aspect
— was not clear to the data
:ﬁ subjects. After an ex-
—t change with the FDPIC,

privacy policy and incorporated it in

the operator clarified its

its registration process. Moreover, it
removed the ‘place of residence’ pa-
rameter from its rankings, making it
hard to identify individuals. We also
found that users were able to choose a
pseudonym when registering for a
virtual run but that many people de-
liberately entered their real firstand
last names. Users can also delete their
ranking information themselves.
This informal exchange with the
FDPIC enabled the race organiser to
improve the level of data protection
immediately so that the FDPIC saw no
need to launch a formal investigation.
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1.4 Health

NATIONAL ORGAN DONOR REGISTER NODR

Online authentication
unsufficient

The investigation into the national organ
donor register has been concluded,
and the final report has been published
on the FDPIC’s website. This case high-
lights the importance of having reliable
online authentication processes in place.
Easy-to-use authentication solutions
are widely available.
In 2022, the FDPIC conducted and
concluded an investigation into the
national organ donor register operated
by the Swisstransplant Foundation.
This online register was designed to
allow citizens to register their willing-
ness or refusal to donate organs after
death. This information constitutes
sensitive personal data within the mean-
ing of Article 3 letter c number 2 FADP
asitreveals intimate aspects of an indi-
vidual’s life. The investi-
gation had been launched
after media reports re-
vealed flaws in the regis-
tration process that made
it possible to register another person
without their knowledge. The investi-
gation was carried out in various stages:
* The FDPIC submitted a first report
to Swisstransplant in mid-June in
which he issued a number of recom-
mendations regarding the implemen-
tation of more reliable user authenti-
cation processes for registration,
subsequent logins, and changes to
data in the register;

30t" Annual Report 2022/23

* Swisstransplant commented on the

report in summer 2022. In particular,
the foundation stated that it would
not be putting the register back online
with its full functionality: the regis-
ter would only remain available for
consultation but would no longer
allow new registrations or changes
to existing profiles, allowing only
deletion. This decision made some
of the FDPIC’s recommendations
redundant, namely those aimed at
improving the authentication pro-
cesses for online registration. In addi-
tion, Swisstransplant accepted most
of the other recommendations, with
the exception of two concerning a
residual risk associated with the
deletion of profiles;

Online authentication tools

The case of the Swisstransplant register
is a prime example of just some of the
pitfalls of operating an online register.
Such atool is undoubtedly very practical
as it can be consulted remotely and
allows users to manage their own pro-
files. Simple registration and profile
management processes are typically
favoured for accessibility purposes. That
said, there is a risk of over-simplifica-
tion, which opens the door to improper
use by malicious individuals (identity
theft, hacking, chicanery etc.). Opera-
tors of registers should be aware that
they are responsible for ensuring the
accuracy and security of the data in
their register, especially if the latter is
intended to support decisions made by

* The FDPIC submitted his final report

in mid- October. Shortly thereafter,

Swisstransplant announced its deci-
sion to permanently cease operation
of the register. The register was effec-

tively closed in December 2022 and

all the data deleted.

In this context, it should be noted that
in the referendum of 15 May 2022,
Swiss voters accepted the principle of
presumed consent for organ donation
and the creation of a register maintained
by the Confederation, with a function
similar to that of the register operated
by Swisstransplant. The new register
is due to be launched in 2025.

N

others, for example family members or
doctors, regarding organ donation. It
should be pointed out that reliable and
easy-to-use online authentication tools
are available and widely used, particu-
larly in the banking sector. There are
also various e-ID solutions already avail-
able. When considering setting up such
a register with online authentication, it
isimportantto do the necessaryresearch
beforehand in order to choose secure
solutions. Digitalisation opens up a
wealth of new opportunities for health-
care but also introduces additional risks.
It is in the interest of operators in the
sector to maintain a high level of user
confidence by implementing robust and
reliable digital solutions.
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ONLINE REGISTERS

Data protection risks in the
breast implant register

The case investigation into the breast
implant register has been completed.
This case illustrates that providing
online access to medical information
inherently carries additional risks.
Therefore, the question needs to be
asked whether the additional risk is
necessary. If so, adequate resources
need to be allocated to ensure data
security.

In 2022, the FDPIC launched a case
investigation into the breast implant
register managed by the Swiss Plastic
Surgery Association (see 29™ Annual
Report, Section 1.4). The register records
all breast plastic surgery operations
involving implants along with any diffi-
culties encountered during the opera-
tions and serves several purposes. On
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the one hand, it aims to improve the
quality of service by sharing informa-
tion on any incidents. It also allows the
tracking of implants to facilitate product
recalls in the case of defects found in a
series of implants. On the other hand,
the data collected is also used for the
compiling of industry statistics.

The FDPIC launched an investiga-
tion after a flaw was reported in the
register’s I T architecture that allowed
anyone to access patient records in a
few simple steps. In addition to personal
details (first name, last name, date of
birth etc.), medical information regard-
ing operations was also accessible. The
FDPIC is currently preparing his report,
which is due to be completed later this
year. Meanwhile, the register has been
taken offline.

Balancing needs and risks

This case highlights another sensitive
aspect of online medical registers. The
information they contain is by defini-
tion highly sensitive as it relates to peo-
ple’s health and is often very personal.

Making this information available
online inevitably exposes patient data
to significant risks and can poten-
tially damage the relationship of trust
between doctor and patient. This data
is regularly sent by doctors themselves,
who are bound by professional secrecy,
subject to the prior consent of the patient.
Furthermore, one must always ask
whether the purpose of the register
justifies the risk taken and which data
is absolutely essential in

— order to achieve the in-
t: tended purpose, in ac-
- cordance with the princi-

ple of proportionality
enshrined in Article 4 paragraph 2
FADP. If so, the operators of such reg-
isters must take adequate measures
and allocate sufficient resources to
address the risks.

Federal Data Protection and Information Commissioner
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LACK OF DATA SECURITY

Investigation into database
of private Covid-19 test
centers

The FDPIC conducted an investigation
into a database of private Covid-19 test
centres that presented security issues.
In his final report, he pointed out that
the data was exposed to significant
security risks due to a known vulnera-
bility. However, the data controllers
promptly took appropriate action when
the flaw was detected, minimising the
risk to the data subjects, so that the
FDPIC was able to close the investiga-
tion without the need to issue any
recommendations.
In November 2022, the FDPIC and the
NCSC were alerted by a member of the
public to a data security issue concern-
ing a database containing the results of
Covid-19 tests conducted in various
centres across Switzerland. Due to a
vulnerability in the web server used to
access the database, the person in
question had managed to access the
database using information contained
in a freely accessible configuration file
and download a copy of the database.
The data controllers took the database
off the server the very day the vulnera-
bility was reported and transferred it
to an encrypted physical data carrier.
After learning about the case and
conducting initial inquiries, the FDPIC
opened an investigation, during which
he identified various security deficien-
cies. The configuration file had become
freely accessible following system
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maintenance, which represented a
critical vulnerability as it contained
access data enabling unauthorised
persons to access the data-
base. In addition, the
authentication method
used, involving a user-
name and password (both
of which were contained in the ex-
posed file), was found to be inadequate
in the given context: two-factor au-
thentication, for example, should have
been used to ensure data security.

Growing number of cases involving ethical hackers

As the system was also used abroad,
the FDPIC sought administrative assis-
tance from the data protection authori-
ties of Austria and the Principality of
Liechtenstein.

From the access logs, the respon-
sible of the test centres was able to
confirm that there had been no further
unauthorised access to the data. More-
over, the prompt action taken had
eliminated all risks to the data subjects.
Due to the specific circumstances of
the case and the fact that the Covid test
centres had already ceased operation
some time before the vulnerability was
detected, the FDPIC closed the investi-
gation without issuing any recommen-
dations.

N

In addition to the growing number of investigations conducted by journalists into
data protection and security gaps, the FDPIC is increasingly receiving reports from
ethical hackers, or ‘white hat hackers’, and IT activists. White hat hackers like to
think of themselves as well-intentioned and will typically report cases to the FDPIC
in the hope that he will take up the issues with the operators and, if necessary,
investigate. They act outside an official framework and without the consent of the
system operators, often gaining access to personal data (for example customer or
employee data).

It should be noted that, as well as reporting their discoveries to the FDPIC, as in
the case of the Covid test centre, these hackers sometimes inform the public or the
media directly. Depending on the information provided, disclosing it in this way can
generate additional risks for the data subjects concerned.
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ONLINE PLATFORM

Project to recover
vaccination data of
meineimpfungen.ch platform

At the end of 2021, the former operator
of the meineimpfungen.ch platform
was declared bankrupt. In May 2022,
the FDPIC learnt that the bankruptcy
office in charge was planning to sell
the vaccination data to a private com-
pany, which prompted him to recom-
mend that the data be deleted instead.
In response, the authorities and mem-
bers of the public demanded that the
data be recovered. In June 2022, under
a public-law agreement called for by
the FDPIC, the Canton of Aargau took
over the data, as part of a preliminary
project that is still ongoing, in order to
examine the possibility of returning the
data to the data subjects in a manner
compliant with data protection regula-
tions.
In 2021, serious deficiencies were iden-
tified on the meineimpfungen.ch plat-
form, and unsuccessful attempts were
made to enable the data subjects to
access their data in com-
pliance with data protec-
tion regulations. At the
end of 2021, the platform
operator was declared
bankrupt (see 29" Annual Report, Sec-
tion1.4), and in May 2022, the FDPIC
learnt that the vaccination data in
question was to be sold to a private
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company as part of the bankruptcy
proceedings. After consulting the data
protection commissioner of the Can-
ton of Bern, the FDPIC intervened by
issuing a formal recommendation on
20 May 2022 to the bankruptcy office
acting on behalf of the bankrupt opera-
tor prohibiting the sale and demand-
ing that all vaccination data be deleted
from the platform. The bankruptcy
office accepted the recommendation.
Following the FDPIC’s recommen-
dation, several authorities, including
the Federal Office of Public Health
(FOPH), and members of the public
publically requested that the data be
recovered and returned to the data
subjects. In response to the public in-
terest expressed in recovering the data,
the FDPIC wrote to the head of the
FOPH in June 2022 declaring that he was
willing to revoke his call for deletion
of the data on condition that the data
be transferred to a federal or cantonal
health authority on the basis of a public-
law agreement in order to safeguard

the data subjects’ privacy rights (this
purpose was to be expressly stated in
the agreement).

On 16 June 2022, the bankrupt
operator, represented by the Bern-
Mittelland Bankruptcy Office, conclu-
ded an agreement to that effect with
the Canton of Aargau, supported by
the FOPH. As a result, the FDPIC was
able to revoke his recommendation of
20 May 2022. The data was then trans-
ferred to the Canton of Aargau and the
reference community eHealth Aargau
(acting on behalf of the canton) in accord-
ance with the agreement so thata pre-
liminary project could be carried out to
determine whether or not the data
could be returned to the data subjects
in a manner compliant with data pro-
tection regulations. As well as focussing
on ensuring data integrity, the project
would assess the technical and economic
feasibility of the plan and the possi-
bility of transferring the data to an elec-
tronic patient dossier, whereby explicit
consent would be required in each
individual case. If the project proves
unviable, the Canton of Aargau, the
reference community and the FOPH
have agreed that it will be terminated
and the data deleted.

At the time of going to press, the
outcome of the preliminary project of
the Canton of Aargau, carried out under
the supervision of the cantonal data
protection commissioner, was not yet
known.
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ELECTRONIC PATIENT RECORDS

New developments

During the year under review, the Federal
Department of Home Affairs (FDHA)
submitted a consultation draft to the
Federal Council to guarantee transitional
funding of electronic patient records
(EPRs) in the form of financial support
until the law is revised. A complete
revision of the Federal Act on the Elec-
tronic Patient Record (EPRA) to ensure
the successful introduction and use of
EPRs is expected to be submitted for
consultation in summer 2023.

Atits session on 27 April 2022, the Fed-
eral Council decided to develop the
EPR further through a variety of meas-
ures and instructed the FDHA to pre-
pare a consultation draft taking into
account a number of specific key points.
The fully revised EPRA is due to be
submitted for consultation in summer
2023 and is not expected to come into
force before 2027. The Federal Council
wants to see EPRs become an integral
part of the compulsory health insurance
system, which will give the Confeder-
ation broad regulatory powers. How-
ever, insurance companies will not
have access to EPRs.
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Tasks and responsibilities and, there-
fore, guaranteed EPR funding by the
Confederation and the cantons are
clearly defined. With regard to the vol-
untary nature of patient participation,
two variants are to be submitted for
consultation: keeping participation
voluntary, and introducing an opt-out
2 model, whereby the Fed-
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obliged to use EPRs. Newly licensed

eral Council favours the
latter. All healthcare pro-
fessionals working in the
outpatient sector are

physicians have been required to do so
since 1 January 2022. With the consent
of patients, researchers are to be granted
access to EPR data. To facilitate pro-
cessing, the dynamic data is to be stored
centrally. The technical infrastructure
of the EPR may also be used for addi-
tional services such as patient referral
to other healthcare professionals. The
use of an e-ID to access EPRs has yet to
be clarified.

In order to secure EPR funding
until the EPRA has been revised, the
Federal Council has instructed the
FDHA to submit for consultation a bill
on transitional EPR funding by spring
2023. The bill will then be submitted
to Parliament and will need to come into
force within the shortest possible time
frame. The Federal Office of Public Health
(FOPH) has begun work on the two
revisions.

Furthermore, as part of the annual
revision of the implementing provisions
of the EPRA, the FOPH and eHealth

Switzerland are examining other ways
in which the EPR needs to be developed
further and updated, to be implemented
in spring 2023. The above-mentioned
revision projects are intended to pro-
mote the use and dissemination of EPRs,
in particular by including an electronic
vaccination record and a national elec-
tronic medication plan. Various ways
of making the EPR more attractive are
also being assessed.

The FDPIC holds regular discus-
sions with the FOPH and gives regular
opinions on its projects. He has repeat-
edly stressed that he is not opposed to
facilitating the rollout of the EPR in
the interest of patients but that this
should not lead to a relaxation of data
protection requirements. He will con-
tinue to monitor developments on the
EPR closely and remains committed to
ensuring data protection, particularly
where the measures envisaged impact
data subjects’ right to privacy or if there
are plans to make EPRs compulsory
for all patients.

Federal Data Protection and Information Commissioner
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ELECTRONIC INVOICING

Legal obligation to send
copies of medical invoices

The obligation of service providers to
send policyholders copies of their medi-
cal invoices has raised a lot of questions,
comments and uncertainty among poli-
cyholders, particularly regarding pri-
vacy and security concerns associated
with electronic transmission.

As of 1January 2022, all service pro-
viders within the meaning of Arti-

cle 35 paragraph 2 of the Swiss Federal
Health Insurance Act (KVG/LAMal),
namely physicians, pharmacists, chiro-
practors, hospitals, laboratories etc.,
are legally required to send policyhold-
ers a copy of their invoice in all cases
and without the latter having to request
it. With the express consent of the
policyholder, the copy may be sent elec-
tronically. The obligation to send copies
to policyholders was adopted with the
amendment of Article 42 paragraph 3
of the Federal Health Insurance Actas
part of a package of measures designed
to control healthcare costs more effec-
tively. The aim is to allow policyholders
to check their invoices and report any
errors to the insurance company. This
obligation is not new as it already existed
in the third-party payer system but
had previously been regulated only at
ordinance level.

In this regard, the FDPIC contacted
the Federal Office of Public Health
(FOPH), the office responsible for im-
plementing the measure, to ensure that
service providers are well informed of
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their obligations, particularly with
regard to privacy and security require-
ments when sending copies of invoices
electronically. Health data is considered
sensitive data within the meaning of
the Federal Act on Data Protection
(FADP), meaning that special measures
need to be taken when processing such
data. Therefore, service providers who
wish to send copies of their invoices
electronically are responsi-
ble for ensuring secure
communication by taking
appropriate technical and
organisational measures
in accordance with Article 7 FADP and
Article 8ff. of the Ordinance to the
Federal Act on Data Protection
(OFADP) such as the use of encryption
and multi-factor authentication. The
obligation to implement appropriate
security measures is also discussed in
the following text. It outlines the plan
envisaging thatall invoices should be
sent electronically in the future in the
compulsory health insurance system.
Service providers who fail to im-
plement appropriate data protection
and security measures can face serious

civil and criminal consequences. Data
subjects who have suffered an unlaw-
ful breach of their privacy will be able
to take action individually and initiate
civil proceedings or claim damages and
compensation for any moral damage
they may have suffered, for example as
aresult of the malicious interception
of unencrypted emails resulting in
disclosure of their health data to third
parties. Criminal proceedings may also
be initiated in the event of a breach of
patient confidentiality, for example in
the case of disclosure of medical infor-
mation to unintended recipients.

Furthermore, service providers
who choose to send copies of their
invoices electronically must inform
policyholders in advance of the risks
associated with this method of trans-
mission. Service providers are also
required to ensure that the data subjects
have freely and expressly consented
to receiving copies of the invoices
electronically. If a patient refuses to
receive copies of invoices electronically,
the service provider must respect
their choice and send them hard copies
instead by postat no extra cost to the
patient. Finally, the law also provides
that the insurance company and the
service provider may agree that copies
of invoices be sent to the patient by
the insurance company.
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ELECTRONIC INVOICING

Project regarding the
transmission of electronic
invoices in compulsory
health insurance

In an effort to contain healthcare
costs, the Federal Council has adopted
a range of measures including the
requirement for all healthcare provid-
ers in inpatient and outpatient settings
to send their invoices electronically.
The FDPIC intervened in the consulta-
tion procedure to clarify the data pro-
tection and security requirements.

On 7 September 2022, the Federal
Council adopted the dispatch on a
draft amendment to the Federal Health
Insurance Act (KVG/LAMal) relating
to the second package of measures to
control healthcare costs. The package
includes an amendment to Article 42
paragraph 3ter of the Federal Health
Insurance Act which provides thatin
future all providers of inpatient and
outpatient services will be obliged to
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send their invoices electronically re-
gardless of whether these are to be paid
by the health insurance company
(third-party payer) or by the policy-
holder (third-party guarantor). In the
third-party payer system, the policy-
holder is sent an electronic copy - or, if
they prefer, a hard copy, free of

charge - of the medical invoice that
was sent to the insurance company for
them to check; In the third-party guar-
antor system, the policyholder is sent
an electronic invoice - or, if they pre-
fer, a hard copy, free of charge - for
them to check and pay. The policy-
holder then emails the invoice to the
health insurance company or validates
it on the insurer’s online portal. In the
case of a paper invoice, the policy-
holder sends it to the insurance com-
pany, which then asks the service pro-
vider to send them an electronic copy.
The exact procedure will be set out in
an ordinance.

The details regarding the electronic
transmission of invoices will be de-
fined by the tariff partners. Service
providers and insurance companies or
their associations will need to reach an
agreement on a single national stand-
ard. The plan is for invoicing to be
carried out on a platform via a stand-
ardised form designed to ensure data

security. If the parties fail to agree on a
single system within a two-year tran-

sition period, the standard will be set

by the Federal Council.

During the office consultation
procedure, the FDPIC noted that the
version of the draft dispatch submitted
for consultation needed to be clarified
regarding the technical and organisa-
tional measures to be implemented.
The FDPIC also reiterated that the
entry into force on 1 January 2022 of
the new Article 42 paragraph 3 of the
Federal Health Insurance Act regarding
the electronic transmission of invoice
copies to policyholders had clearly
highlighted the risks inherent in the
use of electronic versus paper invoices
and the need for service providers to
implement appropriate technical and
organisational measures such as en-
cryption and multi-factor authentica-
tion. The obligation to implement
appropriate security measures is also
discussed inthe preceding text, which
outlines the current obligation to send
copies of medical invoices.

Federal Data Protection and Information Commissioner



Data protection

Following our proposals, the draft
dispatch was modified, and the section
on data protection was amended to
include a reference to the FADP stand-
ards, specifically the obligation to im-
plement appropriate technical and
organisational measures against unau-
thorised processing. It was also
pointed out that invoices contain sen-
sitive data within the meaning of the
FADP as service providers are required
to include in their invoices all the ad-
ministrative and medical information
needed in order to check the calcula-
tion of the invoice amount, in particu-
lar diagnoses and details of services
provided. The dispatch specifies that
the processing of such sensitive data
requires the implementation of special
measures (encrypted transmission and
multi-factor authentication), which
the tariff partners will need to take
into account when developing a single
national standard capable of ensuring
data security. Finally, the dispatch was
amended to specify that, when devel-
oping a single standard,
the tariff partners will also
need to take into account
their obligations under
the revised FADP: in par-
ticular, the project will need to un-
dergo an impact assessment regarding
the protection of personal data within
the meaning of Article 22 of the re-
vised FADP.
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1.5 Employment

FEDERALEMPLOYEES

Retention of staff records
by the FSO

The FDPIC opened a case investigation
against the Federal Statistical Office
(FSO) regarding the retention of physi-
cal federal staff records beyond the
statutory retention period of ten years.
After establishing that corrective action
had been taken, he closed the investi-
gation without any recommendations.
In our previous Annual Report 2021/
2022, the FDPIC stated that he had
sought clarification from the Federal
Statistical Office (FSO) regarding
management of the physical records of
former employees. The FDPIC had
learnt that the FSO was keeping a large
number of staff records beyond the
statutory retention period of ten years.
When contacted by the FDPIC, the
SFO recognised the need for action and
presented him with an implementa-
tion plan and timetable for restoring
compliance with the law. The neces-
sary work was to be completed by
summer 2022. In light of the fact that
the necessary action had not yet been
taken by that time and given the delay
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in planning, the FDPIC was forced to
launch a formal investigation in a
supervisory capacity under Article 27
FADP to ensure that the FSO take
measures promptly to rectify the legal
situation and notify the FDPIC of the
measures taken in that regard.

In November 2022, the FSO in-
formed the FDPIC that the mandate for
restoring the legal situation had been
completed and that the old staff records
had been sent to the Federal Archives,
which had confirmed receipt. Non-
archival records (including that of the
person who had reported the case to
the Commissioner) had been deleted,
and the deletion log had been sent to
the Federal Archives. The latter have

already clarified and agreed on the pro-
cedure to be followed for staff files
dating between 2012 and 2017 (eDos-
siers from 2018).

Thus, the FDPIC received confir-
mation that the physical records of
archival value had been sent to the Fed-
eral Archives, whereas the others had
been destroyed. As aresult, he has
established that the FSO currently no
longer retains records
beyond the statutory re-

tention period, and clear

filing procedures are now
in place to comply with
the legal requirements for filing and
destruction of future records thatare
currently less than ten years old.

Therefore, the FDPIC was able to
close the investigation in January 2023
without any recommendations as the
FSO had taken the necessary corrective
action to restore compliance with the
legislation governing federal personnel
and data protection.
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1.6 Traffic and transport

SWISS FEDERAL RAILWAYS

Passenger flow measurement
at railway stations

In October 2022, Swiss Federal Railways
(SBB) informed the FDPIC of a project
aimed at measuring passenger flow at
railway stations. As the project presents
a high potential risk for passers-by,
before implementing it, SBB will perform
a data protection impact assessment
(DPIA), which it will submit to the FDPIC
for an opinion.

In February, the media reported on an
SBB project involving the collection
of data at railway stations for the pur-
pose of optimising the flow of people.
The text of the corresponding tender
documents was initially misleading in
places, resulting in accusations that
SBB intended to monitor passengers
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using facial recognition technology.
SBB denied the accusations and as-

sured the public that the
—ﬁ
=

system used to measure
passenger flow would
would the data be analysed in a non-

work with anonymised
data and thatat no point

anonymised form.

SBB’s data protection officer had
already informed the FDPIC about the
projectin October 2022. Although
the sole purpose of the new passenger
flow measurement system is to opti-
mise the flow of people through railway

stations without identifying individu-
als, i.e. the data will be anonymised,
the project is associated with a poten-
tially high risk of (re)identification.
Therefore, SBB assured the FDPIC that,
before implementing the project, it
would carry outa data protection impact
assessment, which it would submit to
the FDPIC.

The SBB is confident that the project
can be implemented in a
privacy-compliant man-
ner. At the end of the re-
porting period, the FDPIC
had no reason to believe

the contrary. The FDPIC will comment
on the project after receiving the DPIA.
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1.7 International

This past reporting year, with the pan-
demic easing, a number of interna-
tional conferences could be attended
again in person. Therefore, the FDPIC
took the opportunity to attend a num-
ber of international events in person,
specifically the meetings of the Council
of Europe, the European Data Protec-
tion Commissioners’ Conference and
the Francophone Association of Data
Protection Authorities.

The past reporting year has once
again illustrated the international
dimension of data protection. Compa-
nies that operate internationally face
sensitive legal issues when transferring
personal data across borders through
data storage in clouds and on servers
abroad, for which there is currently no
case law in Switzerland (see Section
1.1). Against this backdrop, the FDPIC
is following with great interest the
EU’s current efforts to issue a new
adequacy decision for the US.
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EUROPE

Council of Europe

After Russia’s withdrawal from the
Council of Europe, the Consultative
Committee had to decide on the condi-
tions of its participation. As a result,
the plenary session was postponed
from June to November. The Consulta-
tive Committee also adopted guide-
lines on digital identity. It then elected
the representative of Switzerland as
its first vice-chair.
The meetings of the Consultative
Committee on Convention 108 and its
Bureau could once again be held in
person. Convention 108 is a treaty
open for signature by non-member
states of the Council of Europe. Russia’s
extraordinary withdrawal from the
Council of Europe raises the question
of the conditions of Russia’s continued
participation in all pending treaties.
The plenary session was postponed
from June to November pending input
from the Committee of Ministers and
a discussion of the matter with other
committees concerned. As a result,
only one plenary session could be held
in 2022 instead of the usual two,
which led to delays in the handling of
various matters.

At the plenary session in Novem-
ber, the first issue addressed by the
Committee was that of the conditions

of Russia’s participation on the Com-
mittee. The legal framework provided
that after a Member State left the
Council of Europe in extraordinary
circumstances, it would continue to be
a contracting party to Convention 108
but its participation could be restricted
or suspended in accordance with the
rules of procedure. Against this back-
drop, the Committee adapted its rules
of procedure and restricted Russia’s
participation to general discussions on
the interpretation of Convention 108.
In addition, it stated that Russia could
neither chair the Committee nor be a
member of its Bureau.

The Committee also discussed
drafts on the sharing of data between
States for the purpose of combating
money laundering and the financing of
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terrorism and for tax purposes as well
as standard contractual clauses for
cross-border transfers of personal data.
The FDPIC representative is the rap-
porteur for standard contractual
clauses.

The Committee then instructed a
working group to develop an interpre-
tative guide on the exceptions and
restrictions to the scope of application
of the modernised Convention 108
(Convention 108+).

Atits plenary session, the Com-
mittee adopted guidelines on digital
national identity. These published
guidelines describe how the data pro-
tection principles of Convention 108+
are to be interpreted in this context
and contain a number of recommenda-
tions for legislative bodies, data con-
trollers, equipment manufacturers,
service providers, and data protection
authorities.

Finally, elections were held during
the plenary session to renew the mem-
bers of the Bureau of the Consultative
Committee. The FDPIC representative,
who had been a member of the Bureau
until then, was elected first vice-chair.
The Committee is now chaired by the
German representative, and the Sene-
galese representative remains the sec-
ond vice-chair.
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EUROPE

European Data Protection
Commissioners’ Conference
in Dubrovnik

At the European Data Protection Com-
missioners’ Conference, discussions
focused on the latest developments in
cross-border disclosure of data and
cooperation between data protection
authorities in this area. Member author-
ities adopted a resolution on the need
for prompt ratification of Convention
108+.

After a two-year break due to the pan-
demic, the 30™ European Conference
of Data Protection Commissioners was
held in Dubrovnik on 19—20 May 2022
at the invitation of the Croatian data
protection authority. Discussions
focused on the latest developments
and pending issues regarding cross-
border disclosure of data. Practical

examples were used to discuss cooper-
ation between data protection authori-
ties and the awareness-raising of pri-
vacy concerns.

The Conference stressed the need
to accelerate the ratification of Con-
vention 108+, the modernised version
of Convention 108, as the only legally
binding international treaty on the
protection of personal data. A resolu-
tion was adopted calling upon the
governments of Council of Europe
Member States, the governments of
third countries party to the Council
of Europe, the European Union and
international organisations to accelerate
the signing and ratification of Conven-
tion 108+. The authorities adopted a
second resolution aimed at ensuring that
the Conference was able to continue
to deliver on its vision and mission
regarding all priority issues shared by
European data protection authorities.
The FDPIC participated in a working
group that focused on the future of the
Conference and that proposed the
aforementioned resolution.
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EUROPE

INTERNATIONAL

European Case Handling
Workshop

This year’s workshop focused on data
protection authorities’ handling of
complaints, which have risen sharply
since the GDPR came into force.

The Personal Data Protection Service
of Georgia (PDPS) hosted the European
Case Handling Workshop, a working
group on data protection case han-
dling, in Tbilisi on 17-19 November
2022.

More than 5o delegates of per-
sonal data protection authorities from
26 European and non-European coun-
tries attended the meeting. The Euro-
pean Data Protection Supervisor and
the Data Protection Office of the Inter-
national Committee of the Red Cross
were also represented.

The FDPIC will host the next
workshop, which will take place in
Bern in November 2023.
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Global Privacy Assembly

The 44 Global Privacy Assembly (GPA)
adopted two resolutions at its annual
meeting of 25-28 October. The partici-
pants decided to strengthen interna-
tional cooperation in the fight against
cyber crime and to set out principles
for the appropriate use of facial recog-
nition technology.

The FDPIC attended the 44% Global
Privacy Assembly (GPA) conference
online on the theme of ‘A matter of
balance: privacy in the era of rapid
technological advancement’. The con-
ference highlighted the importance of
striking a balance between privacy and
technologies that are based on personal
data processing.

The conference’s open session was
largely devoted to the issues of privacy
and human rights, with panels ad-
dressing surveillance in commercial
settings and data protection challenges
in humanitarian crises, as well as dis-
cussions on data protection and com-
petition. It also included more tradi-
tional panels on a number of topical
issues such as artificial intelligence,
children’s privacy and cross-border
data transfer.

At the closed session, partici-
pants —including the FDPIC —agreed to
work towards strengthening capacity
for international cooperation on cyber
security and defining principles for
the appropriate use of facial recognition
technology. In this forum, the FDPIC
also spearheaded work on the role of
personal data protection in interna-
tional development assistance, inter-
national humanitarian aid and crisis
management. The GPA adopted two
resolutions:

* One aimed at improving cyber secu-
rity regulation and understanding
the harm caused by cyber incidents.
This resolution explores opportuni-
ties for international cooperation
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and knowledge and information
sharing, including technical exper-
tise and best practices, amongst GPA
members to facilitate investigations
and regulatory activities relating

to cyber security issues. A dedicated
working group will deliver explora-
tory work on this topic by autumn
2023;

* The other resolution concerns facial
recognition. This resolution outlines
six key principles and expectations
for organisations using facial recog-
nition technology.

The FDPIC actively contributed to this
work and co-authored both resolu-
tions. Finally, Jersey’s information
commissioner, Paul Vane, was selected
to serve as a member of the Executive
Committee.
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HUMANITARIAN AID

GPA working group

The protection of personal data is cru-
cial to humanitarian aid. The GPA's dedi-
cated working group WG AID has carried
out various activities aimed at advanc-
ing privacy protection in emergency
situations.

In a humanitarian crisis such as armed
conflict or natural disaster, the rule of
law is not always fully observed.
Therefore, two years after it was set up,
the Working Group on the Role of
Personal Data Protection in Interna-
tional Development Aid, International
Humanitarian Aid and Crisis Manage-
ment (WG AID) has strengthened its
activities.

During the year under review, it
focused its energy on updating its
2021-2022 work plan in line with the
GPA’s strategic priorities, specifically
those relating to the advancement of
privacy protection worldwide. To this
end, it distributed a questionnaire,
updated its mapping of relevant actors
and strengthened relations with other
international bodies and networks that
advance data protection and privacy
issues.

In accordance with the objectives
set outin the resolution, members of
the WG AID pursued the following
general goals:

* To respond to requests for coopera-
tion from relevant parties to develop
guidelines and share best practices
in privacy and data protection taking
into account the specificities of
international development aid and
international humanitarian aid as
well as the need to facilitate these
activities;

* To develop an advocacy and engage-
ment strategy with relevant stake-

holders.

In order to achieve these two goals, the
WG AID engaged in the following
activities in particular:

* Establish sustained contact with the
relevantactors at both bilateral and
multilateral levels and thus maximise
the reach of the GPA’s voice by
strengthening relations with the
actors of international development

aid;
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* In collaboration with other relevant
working groups of the GPA, look
into producing documents and ad-
vocacy tools for better consideration
of data protection and privacy in
relevant activities;

* Promote and facilitate, for the recipi-
ent countries benefiting from these
activities that do not have legislation
on data protection and privacy,
their integration into the global data
protection and privacy community.

This included various activities such as
regularly updating the mapping of
international development aid and
international humanitarian aid as well
as identifying the recipient countries
benefiting from these activities that do
not have legislation on data protection
and privacy.

The WG AID was established in
2020 during the 42" Global Privacy
Assembly (GPA). On that occasion, the
FDPIC presented a resolution on the
role of personal data protection in inter-
national development aid, interna-
tional humanitarian aid and crisis man-
agement. Since then, he has chaired the
working group on this issue, which
currently has more than 20 members.
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AFAPDP

Francophone Association of
Data Protection Authorities

The members of the Francophone
Association of Data Protection Authori-
ties (AFAPDP), including the FDPIC, met
in Tunis on 3-4 October 2022 for the
two-day conference entitled ‘Rencon-
tres francophones de la protection des
données personnelles’.

The conference was attended by inde-
pendent authorities from 23 countries
sharing a common language, values
and legal tradition. This year’s work
focused on the concept of identity in
all its forms — sovereign and digital —as
well as on issues related to cooperation
and the role of personal data protec-
tion in international aid, with discus-
sions moderated by the FDPIC. In her

capacity as Secretary General of the
AFAPDP, the chair of the French data
protection authority CNIL, Marie-Laure
Denis, called on the independent data
protection authorities to work to-
gether to make their voices heard in
the implementation of the 2022-2026
Digital Francophonie Strategy with
particular regard to the enhancement
of data protection and regulation of
the data economy.

The AFAPDP also held its Annual
General Meeting, during which mem-
bers adopted the Tunis declaration on
the protection of personal data. The
declaration underlines the importance
of protecting personal data, stressing
that data protection is a precondition
for the exercise of other rights and
freedoms of individuals and, in that
sense, constitutes a fundamental right
in our democratic societies. The
members also elected the new Bureau,
of which the FDPIC is a member.
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BILATERALLY

INTERNATIONAL COOPERATION

SCHENGEN

Visit by a Tunisian
delegation

As part of the TRUST programme for

an accountable transition for Tunisia,
Switzerland intends to draw on its
experience to improve the governance
of Tunisia’s public services by strength-
ening accountability, thereby increasing
trust between citizens and institutions.
Under this programme, the FDPIC,
Mr. Adrian Lobsiger, welcomed his
Tunisian counterparts in Bern on 11 May
2022, namely Mr. Chawki Gaddes,
head of the Tunisian data protection
authority (INPDP), and Mr. Adnéne
El Assoued, president of the National
Authority for Access to Information
(INAI).

Their discussions focused on the
different legislative frameworks and
the issues linked to the increasing digi-
talisation of society. International coop-
eration plays a key role in the FDPIC’s
activities, and this meeting underlines
just how important it is. The meeting
provided an opportunity to highlight
the importance and universal nature
of data protection in our democratic
societies as a fundamental rightand a
precondition for the exercise of other
fundamental rights.
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Privacy Symposium in Venice

The first Privacy Symposium was held
in Venice on 5-7 April 2022 and was
attended by more than 170 participants,
including the FDPIC. The event aims to
promote international dialogue, coop-
eration and knowledge sharing on data
protection regulations, compliance and
emerging technologies.

Covering topics ranging from health
data protection to artificial intelligence
and quantum computing as well as
other topics relevant to the present and
future of privacy, the conference
demonstrated just how important it
was to bring together legal experts,
practitioners and the research commu-
nity. It highlighted the potential of
joining forces to support and enhance
data protection across borders and
technologies.

A representative of the FDPIC pre-
sented the new Federal Act on Data
Protection, the latest developments in
certification in Switzerland and the
role of data protection in humanitarian
action.

Border Travel and
Law Enforcement Group

With the Commissioner present, the
Border Travel and Law Enforcement (BTLE)
group of the European Data Protection
Board (EDPB) discussed issues relating
to the Schengen acquis such as the
use of facial recognition in law enforce-
ment and the 2022 European Court of
Justice ruling on Passenger Name
Record data.

The FDPIC attended the meetings of
the Border Travel and Law Enforce-
ment group, an expert subgroup of the
European Data Protection Board, to
discuss Schengen-related issues.

The group discussed a code of prac-
tice for law enforcement agencies,
namely the Guidelines 05/2022 on the
Use of Facial Recognition Technology
in the Area of Law Enforcement, which
itadopted in May 2022.

The group also discussed the ruling
of 21 June 2022 by the Court of Jus-
tice of the European Union (CJEU) on
implementation of the Passenger
Name Record (PNR) Directive. The
Directive regulates the use of Passenger
Name Record (PNR) data for the
prevention, detection, investigation
and prosecution of terrorist offences
and serious crime. The CJEU has set out
strict limitations to be observed by
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Member States during implementation
of the PNR Directive. For example, it
limits the purposes set out in the PNR
Directive, which are exhaustive. The
PNR system should be used only in
connection with terrorist offences and
serious crime and not for ordinary
crime. There should be no indiscrimi-
nate application of the general reten-
tion period of five years to all air pas-
sengers’ personal data.

Following the preliminary work by
the BTLE, the EDPB adopted the
Statement 5/2022 on the implications
of the CJEU judgement C-817/19 re-
garding the implementation of Direc-
tive (EU) 2016/681 on the use of PNR
data in Member States on 13 December
2022. Even though Switzerland is
not bound by CJEU rulings, this should
be taken into account in the current
legislative process for a new Passenger
Name Records Act (PNRA).

30t" Annual Report 2022/23

SCHENGEN

Supervision Coordination
Groups on the SIS II, VIS and
Eurodac information systems

The SIS Supervision Coordination Group
focused on the new evaluation and
monitoring mechanism and the new SIS
legal framework.

The SIS II, VIS and Eurodac Supervi-
sion Coordination Groups are bodies
set up under EU law to monitor the
protection of personal data in the cor-
responding information systems. They
are composed of the European Data
Protection Supervisor and representa-
tives of the national data protection
authorities.

With the introduction of the new
evaluation and monitoring mecha-
nism, Schengen Member States, includ-
ing Switzerland, will in future be eval-
uated every seven years instead of
every five. A pool of experts will also
be created. For the Schengen data pro-
tection evaluations, the FDPIC has
appointed an expert who has already
been nominated for an evaluation.

Furthermore, under the new SIS legal
framework, the European Data Protec-
tion Supervisor and the national su-
pervisory authorities — including the
FDPIC — will meet at least twice a year
within the framework of the European
Data Protection Board (EDPB). The
biennial activity report of the SIS II
SCG was adopted.

As has been common practice for
years now in other areas of Schengen
evaluation, aspiring data protection
experts should now also be offered
training. Furthermore, in the future,
persons seeking to join the pool of
experts will no longer be required to
undergo security clearance.

57



Data protection

SCHENGEN

SCHENGEN

Schengen Coordination Group
of the Swiss data protection
authorities

The federal and cantonal data protec-
tion authorities and those of the Prin-
cipality of Liechtenstein exchanged
information within the framework of
the Schengen Coordination Group
chaired by the FDPIC.

The FDPIC provided an update on the
work carried out by the European SIS
II and VIS Supervision Coordination
Groups that had met in Brussels on
1—-2 June and 22-23 November 2022,
while the cantonal data protection
authorities reported on their experi-
ences with inspections.

A sub-working group composed of
representatives of the FDPIC and of
the cantons of Basel-Land and Zurich
updated the guidelines on monitoring
of the use of the Schengen Information
System to bring them in line with the
new European legal situation. These
serve mainly as guidance for the cantonal
supervisory authorities when carrying
out inspections. Furthermore, the rep-
resentatives reported on their experi-
ences and findings from their official
inspections, specifically of log files. In
the future, their experiences will be
collected in a structured way.
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Schengen-related activities
at the national level

The EU postpones its evaluation of
Switzerland by two years to 2025.

The Schengen evaluation of Switzer-
land that the EU had originally sched-
uled for early 2023 has been postponed
by two years. This decision comes after
the adoption of Council Regulation
(EU) 2022/922 on the establishment
and operation of an evaluation and
monitoring mechanism to verify the
application of the Schengen acquis,
which will apply in the EU area from
February 2023. As a development of
the Schengen acquis, this regulation
will only be applicable in Switzerland
atalater date as it first needs to be
approved by the Federal Assembly and
then implemented in national legisla-
tion. This delay in the application of
the regulation also means that the EU

Commission will now be evaluating
Switzerland in 2025 instead of 2023 as
originally planned.

In addition, the EU Commission
has called on Schengen States to ap-
point data protection experts to evalu-
ate other states. To this end, the Federal
Office of Justice and the FDFA organ-
ised a Schengen evaluation (SCHEVAL)
meeting of experts on 12 May 2022. Ex-
perts from various areas such as police
cooperation, SIS/SIRENE and data
protection informed those present,
including future experts, about coop-
eration with the European Commis-
sion, the evaluation process and train-
ing opportunities, and gave practical
advice.

In the year under review, the
FDPIC also initiated an audit at fedpol
as the central access point to C-VIS
(Central Visa Information System)
data on its retrieval of said data for the
purposes of preventing, detecting and
investigating terrorist offences and
other serious criminal offences. He
began by sending out a questionnaire
and obtained answers to further ques-
tions during an on-site visit. Once
he has established the facts, the FDPIC
will carry outa legal analysis.
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Freedom of information

2.1 General

The Freedom of Information Act
(FoIA) seeks to promote transparency
with regard to the mandate, organisa-
tion and activities of the Administration
by ensuring public access to official
documents (see Art. 1 FolA). In apply-
ing the principle of freedom of infor-
mation, the Administration aims to
increase confidence in the State and
the authorities by creating a greater
understanding and, consequently,
acceptance of their actions.

The first half of the 2022 reporting
year was marked by the lingering ef-
fects of Covid-19 as we approached the
tail end of the pandemic. The figures
provided by the Federal Administration
regarding the number of requests re-
ceived in 2022 for access to official doc-
uments indicate that the media and
society’s need for specific, transparent
information is as strong as ever.
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Although the federal authorities re-
ceived slightly fewer applications for
access during the year under review
compared with the previous year, the
figure remains high.

Many of the applications for access
required significant resources to pro-
cess, not least because they were often
extensive and necessitated coordina-
tion with other offices and depart-
ments. The figures in Section 2.2 show
a continuation this past reporting year
of the trend observed in recent years,
namely a consistently high proportion
of cases in which access was granted in
full.

If the applicants or third parties
affected by the access granted do not
agree with the authorities’ decision to
grant access, the Freedom of Informa-
tion Act entitles them to submita
request for mediation to the FDPIC.
The FDPIC received 129 mediation
requests during the year under review,
namely 13 % fewer than the previous
year. The purpose of mediation is to
enable a swift agreement between
the parties. The measures introduced
for this purpose with the pilot project

in 2017, and, in particular, the primacy
of the oral mediation procedure,
proved successful again in 2022. An
analysis of the mediation requests
processed in the year under review
shows that where a mediation session
was held, an amicable solution was
reached in 74 % of cases.

In January 2022, with the pan-
demic still under way and people still
obliged to work from home, the FDPIC
had to suspend face-to-face mediation
sessions as these could not be held
by video conference for data protection
reasons among other things. In the
11 mediation procedures for which an
oral mediation session could not
be held because of the pandemic and
which had to be conducted by corre-
spondence instead, no settlement was
reached.
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The lower proportion of amicable
outcomes and the larger number of
mediation procedures that had to

be carried out by correspondence due
to the pandemic resulted in longer
processing time, creating a backlog in
the completion of procedures. The
figures clearly underline just how im-
portant face-to-face on-site mediation
sessions are for the swift conclusion
of mediation procedures.

The pandemic, the consistently
large number of mediation requests
received and the increasingly complex
legal issues mean that the FDPIC is
exceeding the statutory processing
time of 30 days in an increasing number
of cases. The FDPIC believes that the
additional resources allocated by Par-
liament will help him to reduce pro-
cessing time again (see Section 2.3 for
more details).

This reporting year saw further
efforts to exclude more areas of the
Administration’s activities and certain
categories of documents from the
Freedom of Information Act (e.g. “res-
cue umbrella” for the electricity indus-
try, see Section 2.4). Restricting the
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scope of the Freedom of Information
Actin this way undermines the princi-
ple of freedom of information and the
transparency within the Administra-
tion that it seeks to achieve. The
FDPIC now publishes an up-to-date
overview of special reservations under
Art. 4 FolA in the Annual Report (see
Section 2.5).

The FDPIC notes that most parts of
the Administration have embraced
and are actively implementing the para-
digm shift brought about by the Free-
dom of Information Act. The federal
authorities that are subject to the Free-
dom of Information Act have no direct
influence on the number or scope of
applications for access or the resources
used to process them. During the year
under review, we observed a trend
towards an increase in the number of
applications for access to transcripts of
electronic communications.

However, the Administration and its
freedom of information advisors are
responsible for ensuring the consistent
application of the provisions of the
Freedom of Information Act and the
relevant case law. The FDPIC has ob-
served that some parts of the Federal
Administration do not make sufficient
use of the possibilities provided by
the Freedom of Information Act to
protect their confidentiality interests
and, for example, fail to apply access
restrictions with the level of justifica-
tion required by case law. In this con-
text, the FDPIC refers to his written
recommendations, which are pub-
lished in their entirety on his website
(www.derbeauftragte.ch). These show
that during the year under review, in

a few cases, the Administration re-
fused to comply with the Freedom of
Information Act. In individual cases,
for example, it denied the FDPIC
access (required by law without excep-
tion) to documents that were the
subject of a mediation request that had
been filed, preventing the FDPIC from
carrying out his mediation activities.
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2.2 Applications for access slightly down in

According to the figures released, the
federal authorities received 1153 applica-
tions for access to information in the
year under review, i.e. 15 % fewer than in
2021 (1385). In 2022, the authorities also
processed 27 applications for access that
had been submitted in previous years.
They granted full access in 624 cases
(53%), compared with 694 (50 %) in
2021. In 236 cases (20 %), access to the
documents applied for was partially
granted or deferred, compared with
324 (23 %) the year before. In 99 cases
(8%), access was fully denied, compared
with 126 cases (9 %) in 2021. According
to the authorities, 53 applications for
access were withdrawn (5 %) (compared
with 48 (3%) in 2021), 69 applications
were still pending at the end of 2022,
and in 99 cases there was no official
document.

The number of applications for
access is likely to remain high in the
coming years, even though the need for
information and transparency, which
had been particularly strong during the
Covid-19 pandemic, decreased in
the year under review. The authorities
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have compiled statistics on applica-
tions for access to Covid-19 documents,
which they have sent to the FDPIC
along with the annual reporting data
(see statistics on applications for access
to Covid-19 documents highlighted in
yellow). According to the federal au-
thorities, 93 out of 1180 applications
for access processed (8 %) were for doc-
uments relating to Covid-19, consider-
ably fewer than the previous year (24 %).
Full access was granted in 29 cases
(31%),1.e.less frequently compared with
the overall statistics. The authorities
granted partial access or deferred access
to Covid-19 documents in 35 cases

(38 %) — more frequently than for other
documents — while access was fully
denied in four cases (4 % or half the
overall percentage). Seven applications
for access were withdrawn, eight were
still pending at the end of 2022, and in
ten cases there was no official docu-

2022

ment. Society is likely to continue to
review the government measures intro-
duced to combat the pandemic, mean-
ing that further applications for access
and mediation requests relating to the
pandemic can be expected in 2023.

In summary, the FDPIC notes that,
since 2015, full access has been gran-
ted to the requested documents in at
least 50 % of cases, while the number
of applications for access which have
been fully denied has stabilised over
the years at just under 10 %.

Federal departments and federal
offices

Several administrative units were the
focus of much media and public atten-
tionin 2022. As in the previous pan-
demic years, due to the nature of their
work, the FDHA (198), the DDPS
(294) and the FDFA (164), in particular,
received a large number of applications
for access. In the case of the FDHA,

38 % of the applications for access re-
ceived by all offices concerned official
Covid-19 documents, compared with
63 % the previous year. The authorities
in question reported that the applica-
tions received were sometimes very
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extensive and complex, many requiring
time-consuming coordination be-
tween federal offices or departments.
The figures released by the federal
offices indicate that the FOSPO re-
ceived the most applications for access
in 2022, namely 220. The FOPH re-
ported receiving 91 applications in the
year under review, 57 of which were
for access to Covid-related documents,
followed by the FOEN with 61, and
swissmedic and SECO with 37 each.

Seventeen authorities reported receiv-
ing no applications for access during
the year under review. The FDPIC him-
self received 15 applications for access
and granted full access in nine cases; he
refused access altogether in two cases.
One request was withdrawn, and three
were still pending at the end of 2022.
In 2022, fees charged for access to offi-
cial documents totalled CHF 24 582.05,
65 % more than the previous year
(CHF 14 924.90). While the FDFA, the

FDF, the DDPS, the Parliamentary Ser-
vices, the Office of the Attorney Gen-
eral of Switzerland and the Federal
Chancellery charged no fees, the other
four departments did invoice appli-
cants for some of the time spent deal-
ing with their applications (FDHA:
CHF19646.50; EAER: CHF 4185.55;
DETEC: CHF soo; FDJP: CHF 250). It
should be noted that just 29 out of
1180 applications for access incurred a
fee. Therefore, as in previous years,

Figure 1: Evaluation of requests for access - trend since 2009
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fee-charging remains the exception,
with access being granted free of
charge in just under 98 % of cases.
The administrative practice, ob-
served again in the year under review,
of granting free access to official docu-
ments as a rule will be enshrined in
the Freedom of Information Act. On
30 September 2022, Parliament adopted
the principle of free access to official
documents. By way of exception, the
authorities may continue to charge
fees after the entry into force of the
amendment to the Act (yet to be de-
cided by the Federal Council) ifan
application for access requires dispro-
portionate effort to process. Therefore,
the revised version of the Freedom
of Information Ordinance will need to
specify the number of working hours
above which a fee may be charged for
processing applications for access.
With regard to processing time for
applications for access, the FDPIC
points out that the authorities are under
no obligation to record this and that
there are no guidelines establishing a
standard recording procedure applicable
throughout the Federal Administra-
tion. Data is sent to the FDPIC on a
purely voluntary basis and therefore
reflects only a portion of the time actu-
ally spent processing requests. Ac-
cording to the data received, the time
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spent this reporting year amounted to
5,404 hours, slightly down from the
year before (5,562 hours).

The fact that the amount of time
reported by the authorities for pro-
cessing applications for access does not
reflect the full amount of time spent is
illustrated, for example, by the data
provided by the FOPH, which received
a particularly large number of applica-
tions for access in connection with the
pandemic. In addition to the 443
working hours reported by the FOPH’s
specialist units and the legal support
provided by its freedom of information
advisor amounting to 40 % full-time
equivalents (FTEs), the FOPH again
reported a large amount of time

CHF 25000
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15000

10000

5000

(amounting to at least 3.5 FTEs) spent
processing applications for access in
connection with Covid-19 (including
mediation requests and appeal proce-
dures).

The time spent preparing mediation
procedures also increased, totalling
1006 hours, compared with 865 hours
in 2021, 569 in 2020, 473 hours in
2019, 672 hours in 2018 and 914 hours
in2017.

Parliamentary services

The Parliamentary services reported
receiving no information requests
during the year under review.

Office of the Attorney General of
Switzerland

The Office of the Attorney General of
Switzerland reported receiving six
applications for access. It granted full
access in five cases and refused access
altogether in one case.

Figure 2: Fees charged since the FoIA entered into force
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2.3 Mediation procedures: mediation requests slightly down

In 2022, the FDPIC received 129 medi-
ation requests, 13 % fewer than in 2021
(149 requests). The majority of media-
tion requests was filed by journalists
(47) and private individuals (37).
Therefore, of the 434 cases in which
the Federal Administration fully or
partially refused access, deferred access
or stated that there were no official
documents, 129 cases (30 %) resulted
in a mediation request being filed with
the FDPIC. Thirteen of these (9 %)
concerned official Covid-related docu-
ments.

In 2022, 115 mediation requests
were settled, 93 of which had been
filed during the reporting year and 22
the previous year. In 50 cases, the par-
ticipants were able to reach a mutually
acceptable agreement. The FDPIC
also issued 31 recommendations, which
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settled 4.8 cases which were unlikely to
resultin an agreement between the
parties.

The cases dealt with include 13 me-
diation requests which had not been
filed on time, three cases which did
not satisfy the conditions for applica-
tion of the Freedom of Information
Act, and one request for mediation that
was withdrawn.

At the end of the year, 13 mediation
procedures had been suspended by
agreement between the participants or
at their request.

Proportion of amicable
outcomes

There are numerous advantages to
amicable solutions: For instance, they
are an opportunity to clarify the facts,
accelerate the procedure for access to
documents and establish the bases for
possible future collaboration among
the participants of the mediation ses-
sion.

The ratio of amicable outcomes to
recommendations is the best measure
of the effectiveness of the measures
introduced in 2017 and of oral media-
tion sessions. During the year under
review, 5o amicable outcomes were
achieved, and the FDPIC issued 31
written recommendations to settle
48 cases. Therefore, amicable out-
comes were reached in 51% of cases.

Figure 3: Mediation requests since the FoIA entered

into force
150
- ® 199
120 B -13%
“’ compared
— to last
\ year)
90 {7
60
30
0
2009 10 11 12 13 14 15 16 17 18 19 20 21 2022

Federal Data Protection and Information Commissioner



Freedom of information

However, this needs to be explained:
amicable solutions are typically only
reached when mediation sessions take
place. In the 43 mediation sessions that
took place during the year under re-
view, an agreement was reached in
32 cases (75%). As mentioned in Sec-
tion 2.1, face-to-face mediation ses-
sions with the parties had to be sus-
pended between 20 December 2021'and
3 February 20222 because of the meas-
ures introduced to stop the spread of
Covid-19, and so in 11 mediation re-
quests a session had to be waived. No
agreement was reached in any of the
procedures conducted by correspond-
ence during that time, which affected
the statistics accordingly.

In conclusion, oral mediation ses-
sions are crucial in order to achieve the
objectives set out in legislation and

 Art. 20 of the Covid-19 Special Situation Ordi-
nance; FCD of 17.12.2022.

2 Art. 25 para. 5 of the Covid-19 Special Situation
Ordinance; FCD of 2.2.2022; Measures and ordi-
nances (admin.ch).
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beneficial for all parties involved in the
mediation procedure. The FDPIC will
continue to favour and promote face-
to-face mediation over mediation by
correspondence.

Table 1: Amicable outcomes

2022
(Covid-19)

2021 .
(Covid-19) 4%

2020 .
(Covid-19) 34%

2019 61%

2018 557%

Duration of mediation
procedures

The table below is divided into three
sections according to processing time.
It should be noted that the processing
time indicated does not include the
period during which a mediation pro-
cedure is suspended at the partici-
pants’ request or with their consent. A
mediation procedure is typically sus-
pended when an authority wishes to
re-examine its position after the medi-
ation session or has to consult the
third parties involved. If a mediation
session is postponed at the request
of one of the parties (due to holidays,
illness etc.), the processing time does
notinclude the period of time between
the originally scheduled date and the
rescheduled date or the period of time
by which the procedures are extended.
The table shows that just 25 % of
mediation procedures completed in
2022 were concluded within the 30-
day period, while 42 % took between
31and 99 days, and 33 % took 100 days
or more.
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Furthermore, of the 29 mediation re-
quests settled within the 30-day period,
only 17 (59 %) mediation procedures
were settled by agreement or with
arecommendation following a dis-
course of the issues that were the sub-
ject of mediation. In the other 12 cases
(41%), no substantive assessment was
made. These were mainly cases that
clearly fell outside the scope of the
Freedom of Information Act or cases in
which the formal requirements for
initiating mediation were not met.

As explained above, mediation
procedures took longer again during the
year under review because of the pan-
demic, increasing the processing back-
log further. Moreover, the number
of mediation requests received is typi-
cally subject to fluctuation. For exam-
ple, the FDPIC received a large number

of requests in March (21) and August
(27) but only three in June and none at
allin November.

The statutory 30-day deadline for
completing the mediation procedure
was regularly met in previous years
when the parties reached an agreement
during the mediation sessions. This
was not the case in the year under re-
view: When during the mediation
sessions an agreement was reached, the
30-day deadline was metin just 29 %
of cases compared with 60 % the previ-
ous year. When an amicable solution
could not be reached and the FDPIC
had to issue a written recommendation
to the parties involved, only in three
cases (6 %) did he manage to do so
within the statutory period of 30 days
from receipt of the mediation request.

Failure to meet the deadline was
often due to particularly extensive
applications for access, the large num-
ber of third parties involved in the
procedure, or complex legal, technical
or political issues. These explanations
also apply to the 38 cases that took
100 days or longer to process. Delays

Table 2: Processing time of mediation procedures

Processing time in days
2016*

within 30 days
between 31 and 99 days

100 days or more

2014 - August

Pilot 2018 2019
phase 2017
597% 50% 57%
37% 50% 38%
4% 0% 5%

were further compounded by the large
number of documents and persons
concerned involved. In situations such
as these involving a substantially
heavier workload, the FDPIC may
extend the deadline by an appropriate
period in accordance with Article 12a
of the Ordinance on Freedom of Infor-
mation in the Administration (FolO;
SR 152.31).

The legislator has designed the
mediation procedure as an informal
and non-prejudicial procedure for
amicable resolution of disputes. How-
ever, experience shows that the in-
volvement of legal representatives by
the applicants or by third parties being
consulted at the access and mediation
procedure stage is hardly conducive
to a straightforward, pragmatic and

swift solution.
2020 2021 2022
43% 427 257%
30% 51% 427
27 % 7% 33%

*Source: Presentation by the Commissioner, event marking the 10* anniversary of the FoIA, 2 September 2016
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Number of pending cases

The figures below indicate the number
of pending cases at the end of the re-
porting years shown. At the beginning
of January 2023, 41 mediation cases
were still pending, including 13 sus-
pended procedures (one from 2019,
one from 2020, three from 2021, and
eight from the year under review).

16 cases had been settled by the time
this report had been completed.

Table 3: Pending mediation procedures

End of 41 (16 completed by the
2022 time of going to press and
13 suspended)

End of 27 (14 completed by the
2021 time of going to press and
8 suspended)

End of 17 (9 completed by the
2020 time of going to press and
8 suspended)

End of 43 (40 completed by the
2019 time of going to press and
3 suspended)

End of 15 (13 completed in
2018 February 2019 and
2 suspended)
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2.4 Legislative process

CYBERSECURITY

The amendment of the Infor-
mation Security Act (ISA)

The FDF has opened a consultation
procedure on the draft amendment of
the Information Security Act to include
a duty to report cyber attacks on
critical infrastructure. This amendment
involves restricting the principle of
freedom of information.

In response to the growing number of
cyber incidents involving private indi-
viduals, businesses and the authorities,
the Federal Council has instructed

the FDF to draw up a bill establishing
the legal basis for introducing a duty to
report cyber attacks on critical infra-
structure. This reporting duty is in-
tended to give the National Cyber
Security Centre (NCSC) a better over-
view of cyber attacks in Switzerland,
to help the victims to deal with the
cyber attacks, and to warn other opera-
tors of critical infrastructure. In addition
to the duty to report cyber incidents,
the ISA shall also define the tasks of
the NCSC and appoint the NCSCas a
central reporting office for cyber at-
tacks.!

The bill prepared by the FDF was
submitted to the parties concerned for
consultation. Following the consulta-
tion, a minority of participants (6 out

! Consultation procedures completed — 2022
(admin.ch)
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of 102 according to the FDF) argued
that reports submitted to the NCSC
should be excluded from the Freedom
of Information Act. This view was
taken into account, and a special provi-
sion within the meaning of Art. 4 FolA
was added to Art. 4 para. 1bis [SA
providing that information regarding
third parties that comes to the atten-
tion of the NCSC through reports and
in the course of analysing these may
not be made accessible under the Free-
dom of Information Act.

Although the FDPIC understands
the importance of reports and the need
to process them for Switzerland’s
security, he has opposed the introduc-
tion of this new special provision as
he considers it disproportionate. The

provision in question undermines
the principle of freedom of information
by refusing the public access to infor-
mation relating directly to the perfor-
mance of a key duty of the NCSC and
thus preventing the state control
sought by the legislator in an area of
great concern to the public. In particular,
the FDPIC found that the wide range
of exceptions (e.g. Art. 7 para.1let.c
FolA, which protects Switzerland’s
internal and external security, Art. 7
para.1let. g Fol A, which protects busi-
ness secrets, and Art. 7 para. 2 FolA,
which protects privacy) provided for
in the Freedom of Information Act was
sufficient to protect the various inter-
ests in question. For these reasons, the
FDPIC does not see how applying
the Freedom of Information Act would
hamper the FDF in its role as a central
reporting office and has requested that
the special provision be deleted.

The FDF has partly taken into ac-
count the FDPIC’s views and has
limited the scope of the exception.
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Art. 4 para. 1bis now states that infor-
mation regarding third parties that
comes to the attention of the National
Cyber Security Centre (NCSC) in its
work of receiving and analysing reports
in accordance with Section g shall not
be made accessible under the FolA,
specifying that the authorities,
organisations and persons referred to
in Article 2 para. 1 Fol A are not consid-
ered third parties. Despite this specifi-
cation, which the FDPIC welcomes,
the discrepancy has been maintained
for the reasons already mentioned

and appears in the dispatch as well as
in the draft submitted to the Federal
Council.

30t" Annual Report 2022/23

ELECTRICITY INDUSTRY

Preliminary draft of the
Federal Act on a “rescue
umbrella” for the electricity
industry

Information provided by systemically
critical companies in the electricity
industry regarding the provision of
financial aid is excluded from the right
of access under the Freedom of Infor-
mation Act. The FDPIC had unsuccess-
fully opposed this restriction of the
freedom of information in the legislative
process.

The so-called ‘rescue umbrella’ for the
electricity industry is enshrined in the
Federal Act on Subsidiary Financial
Aid to Support Systemically Critical
Companies in the Electricity Industry
(FIRECA) and is intended to help
guarantee the supply of electricity in
Switzerland, specifically by regulating
financial aid for systemically critical
companies in the electricity industry.
According to Article 20 paragraph 4 of
the Act, access under the Freedom

of Information Act to information and
data provided by systemically critical
companies is excluded. The dispatch
explicitly describes this as a special
provision within the meaning of Arti-
cle 4 letter a FolA.

According to Article 4 FolA, special
provisions contained in other Federal
Acts are reserved where they declare
certain information secret (letter a) or
declare the access to certain informa-
tion to be subject to requirements
derogating from those set out in the
FoIA (letter b), thereby rendering the
provisions of the FolA inapplicable

to access to such information. Reserva-
tions of this sort undermine the prin-
ciple of freedom of information and
the transparency within the Adminis-
tration that the principle seeks to
achieve.

Having not been consulted by the
Administration during the interde-
partmental consultation, the FDPIC
opposed the introduction of this spe-
cial provision during the joint report-
ing procedure, pointing out the goals
of the Freedom of Information Act,
namely to promote transparency with
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regard to the activities of the Adminis-
tration and to prevent mismanage-
ment in relation to the granting of
state loans and subsidies to the detri-
ment of taxpayers.

The DETEC justifies restricting the
principle of freedom of information on
the grounds that the information and
data in question are sensitive and often
contain business or manufacturing
secrets within the meaning of the Free-
dom of Information Act. During the
consultation procedure, the FDPIC
pointed out, in vain, that justified pri-
vate interests remained protected even
when the Freedom of Information
Act was applied. The Act explicitly
guarantees the protection of business
secrets (Art.7 para. 1let. g FolA) and
of the privacy and personal data of
natural and legal persons (Art. 7 para. 2
FolA, Art. g para. 2 FolA and Art. 19
FADP). Finally, the FDPIC pointed out
that denying the public access to doc-
uments, particularly with regard to
such a sensitive matter as the granting
of financial aid, as was the case with
the Covid-19 Loan Guarantees Act (see
28th Annual Report, Section 2.4),
undermined the very foundation of
the Freedom of Information Act.
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ARCHIVIING ACT

Revision of the Federal Act
on Archiving needed

The Archiving Ordinance is to be
amended in order to coordinate the
Archiving Act and the Freedom of Infor-
mation Act and to clarify which of

the two acts applies when access is
requested under the Freedom of Infor-
mation Act to archived documents
during the retention period. In the
FDPIC’s view, these aspects cannot be
clarified in a legally binding manner
with a partial revision of the Archiving
Ordinance.

The Archiving Act (ArchA) and the
Freedom of Information Act regulate
two different procedures for access

to official information, which differ in
various key aspects. The Archiving
Act, which came into force on 1 October

1999, provides for long retention peri-
ods, largely stemming from the prin-
ciple of secrecy prevalent in the Fed-
eral Administration at the time. Justa
few years later, the legislator embraced
a paradigm shift towards the principle
of freedom of information (passive
information, i.e. access on request)
without expressly stating how official
documents were to be dealt with
under the Freedom of Information Act
after they had been archived. For that
reason, there are no binding require-
ments for the substantive or formal
coordination of the Archiving Actand
the Freedom of Information Act.

This creates considerable legal uncer-
tainty for members of the public and
the authorities applying the law when
it comes to determining the applica-
bility and scope of the Freedom of
Information Actand the Archiving Act
in relation to applications for access
concerning archived official documents
submitted under the Freedom of
Information Act during the retention
period.
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An evaluation has been carried out on
behalf of the Federal Archives: The
final report identifies the need for ac-
tion in nine priority areas and includes
recommendations. With regard to
coordination of the Archiving Act and
the Freedom of Information Act, the
report recommends, for example, that
the legislator specifies which law ap-
plies to applications for access under
the Freedom of Information Act re-
garding archived official documents
during the retention period.

However, according to the Federal
Archives, the recommendations in the
report on evaluation of the ArchA,
including coordination of the Archiv-
ing Actand the Freedom of Informa-
tion Act, can be implemented through
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appropriate archiving practices and an
amendment to the Archiving Ordi-
nance by the Federal Council. Therefore,
the Federal Archives do not deem it
necessary for the legislator to revise
the Archiving Act.

In the FDPIC’s view, the main
problems are the lack of a legal frame-
work for coordination between the
Archiving Act and the Freedom of
Information Act and the corresponding
procedures for access to official infor-
mation, which differ significantly in
some respects. The number of archived
files containing official documents
under the Freedom of Information Act
will increase in the future, so we can
also expecta significant increase in the
number of applications for access.
Without clarification as to how the
laws are to be formally coordinated,
the authorities applying the law and
the FDPIC himself risk being accused
of overruling the legislator’s intent
expressed in the Archiving Act (with

long retention periods) or the Freedom
of Information Act (freedom of infor-
mation within the Administration)
when they apply or fail to apply either
act in individual cases. As aresult, in
the interdepartmental consultation on
the discussion document regarding
the need to revise the Archiving Act,
the FDPIC maintained that coordina-
tion of the Archiving Actand the Free-
dom of Information Act was crucial
given the far-reaching consequences
and that it needed to be regulated by
the legislator. Therefore, he considers
the envisaged level of regulation in

the Federal Council’s Ordinance insuf-
ficient for proper coordination.
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FINANCE

Entry into force of the
Anti-Money Laundering Act
and Anti-Money Laundering
Ordinance

The supervisory activities of the Central
Office for Precious Metals Control
(ZEMK in German), delegated to it by
FINMA, are excluded from the personal
scope of application of the Freedom
of Information Act. The FDPIC unsuc-
cessfully opposed this further restric-
tion of the principle of freedom of
information.

The Swiss Federal Central Office for
Precious Metals Control (ZEMK) is
attached to the Federal Office for Cus-
toms and Border Security and is re-
sponsible for all activities involved in
supervising the movement of precious
metals and precious metal products.
In this area, the revised Anti-Money
Laundering Act adopted in 2021 gives
the ZEMK the mandate as a money
laundering oversight authority, previ-
ously the remit of the Swiss Financial
Market Supervisory Authority (FINMA)
and self-regulatory organisations
(SROs).

As part of the revision of the Anti-
Money Laundering Ordinance, the
supervisory activities of the ZEMK
regarding trade assayers dealing
in bank precious metals have been
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excluded from the personal scope of
application of the Freedom of Informa-
tion Act in accordance with the provi-
sion of Article 2 paragraph 2 FolA and
Article 1a of the corresponding Free-
dom of Information Ordinance. The
State Secretariat for International Fi-
nance (SIF), which is responsible for
amending the Anti-Money Laundering
Ordinance, has justified this on the
grounds that the persons and entities
now supervised by ZEMK should be
subject to the same rules that applied
when they were supervised by FINMA
and SROs.

In Article 2 paragraph 2 FoIA, the
legislator excludes the Swiss National
Bank (SNB) and FINMA from the per-
sonal scope of application of the Free-
dom of Information Act. However, in
the revised version of the Anti-Money
Laundering Act, having regard to the
principle of freedom of information, it
has decided not to exclude the ZEMK
or its supervisory activities — recently

taken over from FINMA - from the
personal scope of application of the
Freedom of Information Act. In so
doing, the legislator has upheld the
principle of transparency applicable
within the Federal Administration
with regard to the supervisory activities
of the ZEMK. Therefore, in the FD-
PIC’s view, the legislator has no inten-
tion of restricting the personal scope
of application of the Freedom of Infor-
mation Act.

The FDPIC also pointed out to the
SIF that the wording of Article 2 para-
graph 2 FolA was clear and unequivo-
cally excluded (only) FINMA and the
SNB from the personal scope of appli-
cation of the Freedom of Information
Act. Furthermore, no reference was
made elsewhere to the possibility of
amending this provision in the Free-
dom of Information Ordinance. In the
FDPIC’s view, Article 2 paragraph 2
does not provide an adequate or suffi-
cient legal basis for excluding the su-
pervisory activities of the ZEMK from
the personal scope of application of
the Freedom of Information Act by
creating a provision to that effect in the
ordinance.

Federal Data Protection and Information Commissioner
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TOBACCO CONTROLACT

Partial revision of the
Federal Act on Tobacco
Products and Electronic
Cigarette

In the third quarter of 2022, the Federal
Council opened a consultation proce-
dure on a partial revision of the Federal
Act on Tobacco Products and Electronic
Cigarettes, which, among other things,
provides that company advertising
expenditure declared to the FOPH will
be excluded from the principle of
freedom of information. The FDPIC has
opposed this.

On 1 October 2021, the Parliament
approved the new Federal Act on To-
bacco Products and Electronic Ciga-
rettes (LPTab in French). Following the
adoption on 13 February 2022 of the
people’s initiative ‘Yes to protecting
children and young people from to-
bacco advertising (no tobacco advertis-
ing to children and young people)’, the
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FOPH laid down provisions aimed at
introducing additional restrictions in
the LPTab on advertising, promotion
and sponsorship relating to tobacco
products and electronic cigarettes. The
preliminary draft seeks to exclude
from the Freedom of Information Act
all information disclosed to the FOPH
by individual companies regarding
their expenditure on advertising, pro-
motion and sponsorship. This exclu-
sion is motivated by the need to protect
the private interests of companies

and, more specifically, their business
secrets.

During the interdepartmental con-
sultation, the FDPIC opposed this
exclusion, which he considered unnec-
essary as the Freedom of Information
Actalready contained an exception
clause that protected ‘professional, busi-
ness or manufacturing secrets’ (Art. 7
para.1let. g). In the FDPIC’s view,
companies’ private interests are already
sufficiently protected and taken into
account by the Freedom of Information
Act. Moreover, in the fight against
smoking, there is strong interest in
transparency, the main aim of the
LPTab being to reduce smoking.

However, following the interde-
partmental consultation, the FOPH
informed the FDPIC about its decision
to waive the exception to the principle
of freedom of information. The dis-
patch on this issue is to be submitted
to the Parliament in the first half of
2023.

ECONOMY

New Federal Act on the
Screening of Foreign Invest-
ments (IPG in German)

The State Secretariat for Economic
Affairs (SECO) conducted a consultation
in the second quarter of 2022 on the
introduction of the IPG. The original
restriction of the principle of freedom
of information has been deleted from
the consultation draft.

In implementing the Rieder motion
18.3021, the Federal Council launched
a consultation for the new IPG on

18 May 2022. The aim of screening for-
eign investments is to prevent any
threat or danger to public order or secu-
rity through takeovers of domestic
companies by foreign investors. The
SECO is to be responsible for imple-
menting the screening of investments
and for coordination with the other
administrative units involved.

77



Freedom of information

78 Federal Data Protection and Information Commissioner



Freedom of information

LLLTTRETE

BETTRRRE Roseas

30t Annual Report 2022/23

ANNEEE (AR e

The SECO’s original preliminary draft
provided that the information pro-
vided and documents submitted to it
in the course of its investment screen-
ing activities would not be publicly
accessible. The intention was to ex-
clude all information and documents
from the scope of application of the
Freedom of Information Act on the
grounds that they were sensitive as
they included business secrets or in-
formation provided by the Federal
Intelligence Service (FIS).

In a preliminary consultation, the
FDPIC opposed the introduction of
this reservation, pointing out the sig-
nificant public interest in the imple-
mentation of screening of foreign in-
vestments by the SECO. The business
secrets of investors and information
provided by the FIS are already pro-
tected by way of explicit exceptions
regarding access provided for in the

Federal Act on Freedom of Informa-
tion (Art. 7 para.1let. g FolA and Art. 4
FoIA in conjunction with Art. 67
IntelSA). In addition, public interests
affected in individual cases are already
protected, in particular the execution
of specific measures taken by an author-
ity in conformity with its objectives
(Art.7 para.1let. b FolA), the economic
or monetary interests of Switzerland
(Art. 7 para.1let. f FolA), and free
opinion-forming of authorities before
decisions are made (Art. 8 para. 2 FoIA).
The originally envisaged restriction of
access has been deleted from the con-
sultation draft.
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2.5 Special reservations under Art. 4 FolIA

The Freedom of Information Act needs
to be coordinated with the provisions
of special federal laws that establish
special provisions for access to official
documents. According to Article 4

Table 4: Special provisions under Art. 4

Legislation (short form)
and abbreviation

Dispatch on the amendment of the
Federal Health Insurance Act
(Cost containment measures -
Package 2)

Information Security Act (ISA)

Ordinance on Additional Liquidity
Assistance Loans and the Granting of
Federal Default Guarantees for
Liquidity Assistance Loans from the
Swiss National Bank to Systemically
Important Banks

Federal Act on Subsidiary Financial
Aid to Support Systemically Critical
Companies in the Electricity Industry
(FiRECA)

Federal Act on Public Procurement
(PPA)

Covid-19 Loan Guarantees Act

Federal Act on the Organisation of the
Railway Infrastructure (OBI in German)
(consolidation bill)

Railways Act (RailA)
Cableways Act (CabA)

Passenger Transport Act (PTA)
Federal Act on Inland Navigation
(INA)

Intelligence Service Act (IntelSA)

Foodstuffs Act (FoodA)

Federal Act on the Promotion of
Research and Innovation (RIPA)
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FolA, special provisions contained in
other Federal Acts are reserved where
they declare certain information secret
(letter a) or declare the access to certain

ments derogating from those set out in
the FolA (letter b), thereby rendering
the provisions of the FolA inapplicable
to access to such information.

information to be subject to require-

FoIA
SR no. Art./Para.
832.10 Art. 52e HIA (preliminary draft)
128 Art. 4 Abs. 1 bis
952.3 Art. 6 para. 3
734.91 Art. 20 para. 4
Art. 48 para. 1 (explicit access
172.056.1 prov?ded); Art. 1? let. e.(?nly '
considered a special provision during
award procedures)
951.26 Art. 12 para. 2
742.101 Art. 14 para. 2
743.01 Art. 24e
745.1 Art. 52a
747.201 Art. 15b
121 Art. 67
Art. 24 Special provision in accordance
817.0 with the dispatch on the Federal Act on
! Foodstuffs and Utility Articles of
25 May 2011
Art. 13 para. 4
420.1 (see FAC ruling A-6160/2018 of

4 November 2019 E. 4)

Federal Data Protection and Information Commissioner

Entry into force:

Dispatch dated 7 September
2022

Status: not yet dealt with in
Parliament

Planned as of 1 January 2024

16 March 2023

1 October 2022

1 January 2021

19 December 2020

[N

July 2020

[N

July 2020

[N

July 2020
July 2020

[N

(RN

September 2017

[N

May 2017

[N

January 2014
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Legislation (short form)
and abbreviation

Banking Act (BankA)

Patents Act (PatA)
Patents Ordinance (Pat0)

Entry into force of the Freedom of
Information Act

Parliament Act (ParlA)

Goods Control Act (GCA)

Federal Act on Direct Federal
Taxation (DFTA)

Withholding Tax Act (WTA)
Federal Act on Stamp Duties (StA)
VAT Act (VATA)

Direct Taxation Harmonisation Act
(DTHA)

Federal Statistics Act (FStatA)

Table 5: No special provisions under Art.

Legislation (short form)
and abbreviation

Auditor Oversight Act (AOA)

Therapeutic Products Act (TPA)

Federal Act on General Aspects of
Social Security Law (GSSLA)

Federal Act on Occupational 0ld Age,
Survivors’ and Invalidity Pension
Provision (OPA)

Federal Act on Product Safety
(ProdSA)
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SR no.

952.0

232.14

232.141

171.10

946.202

642.11

642.21
641.10
641.20

642.14

431.01

4 FoIA

SR no.

221.302

812.21

830.1

831.40

930.11

Art./Para.

Art. 47 para. 1

Art. 90 PatO based on Art. 65 para. 2
PatA

(see FSC ruling 4A_249/2021 of

10 June 2021)

Art. 47 para. 1
(see FAC ruling A-6108/2016 of
28 March 2018 E. 3.1)

Artt. 4 and 5
(see FAC ruling A-5133/2019 of
24 November 2021 E. 5.3.2.4)

Art. 110 para. 1

Art. 37 para. 1
Art. 33 para. 1
Art. 74 para. 1

Art. 39 para. 1

See ACLFA 2016.1 (pp.1-14), issued on
26 January 2016: Tax secrecy and access
to official documents

Art./Para.

Art. 19 Para. 2
(see FSC ruling 1C_93/2021 of
6 May 2022 E. 3.6)

Art. 61 and 62

(see FSC ruling 1C_562/2017 of 2 July
2018 E. 3.2 and FAC ruling A-3621/2014
of 2 September 2015 E. 4.4.2.3 ff.)

Art. 33

(No special provisions under Art. 4
FoIA in this case: see FAC ruling
A-5111/2013 of 6 August 2014 E. 4.1 ff.
and A-4962/2012 of 22 April 2013 E.
6.1.3)

Art. 86
(see FSC ruling 1C_336/2021 of
3 March 2022 E. 3.4.3)

Art. 10 para. 4 in conjunction with
Art. 12

(see FSC ruling 1C_299/2019 of

7 April 2020 E. 5.5)

Entry into force:

1 January 2009 (let. a and b)

and 1 July 2015 (let. c)

1 July 2008

1. July 2006

[N

December 2003

=Y

October 1997

[N

January 1995

[N

January 1967

[N

July 1974

[N

January 2010

=Y

January 1993

[N

August 1993

(Non-exhaustive list)

Entry into force:

1 September 2007

1 January 2002

1 January 2003

1 January 2001

1 July 2010

(Non-exhaustive list)
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3.1 Duties and resources

Services and resources in
the field of data protection

Number of staff

In its dispatch on the complete revi-
sion of the FADP, the Federal Council
promised the FDPIC additional re-
sources in the form of nine to ten staff
positions (BBl 2017 7172). Switzer-
land’s new Federal Act on Data Protec-
tion within the framework of the
Application of the Schengen Acquis in
Criminal Matters (SDPA, SR 235.3)
already covers an aspect of the complete
revision. The Federal Council imple-
mented this Act on 1 March 2019 and
promised the FDPIC three additional
staff positions to handle his new du-
ties and powers. This increased the
headcount from 24 to 27 full-time
equivalents (FTEs) in 2020. In spring
2021, in view of the entry into force of
the revised FADP, originally scheduled
for 2022, the FDPIC proposed that

the Federal Council authorise the six
remaining FTEs, which the Federal
Council approved on 28 April 2021.
This has increased the number of staff
assigned to data protection by a further
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five positions (one staff position was
allocated to the Federal Chancellery for
administrative services).

The Freedom of Information Act
(FoIA) came into force in 2006. As the
Federal Council never approved the
three additional staff positions envis-
aged in the legislative dispatch, the
FDPIC was forced to rely on his exist-
ing data protection staff and, in some
cases, the Federal Chancellery’s re-
sources to fulfil his duties under the
FolA. After the Swiss Parliament —
which is now responsible for approving
the FDPIC’s budget — granted the
FDPIC the staff positions envisaged in
the legislative dispatch on 8 December
2022, the FDPIC was able to return one
of these three positions to the Data
Protection Directorate, thus increasing
its headcount by one to a total of
33 staff positions. Given the increased
workload in connection with mediation
procedures, the FDPIC has assigned
the two remaining positions to the
Freedom of Information unit (see the
following article entitled ‘Services and
resources in the field of freedom of
information’).

Given the extensive preparatory
work required during the reporting pe-
riod in preparation for the entry into
force of the new FADP (new guidelines
and texts for the website etc.), in terms
of statistics, the newly recruited staff
were deployed primarily in the infor-
mation service group, as shown below.

Table 6: Staff positions available for
FADP issues

2005 22
2010 23
2018 24
2019 24
2020 27
2021 27
2022 27
2023 33
Services

The FDPIC’s duties as the data protec-
tion authority for the federal authori-
ties and the private sector have been
divided into four service groups in line
with the New Management Model

for the Federal Administration (NMM):
consultancy, supervision, information
and legislation. During the reporting
year running from 1 April 2022 to

31 March 2023, the staff resources avail-
able to the FDPIC for data protection
were allocated to these groups as fol-
lows:
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Table 7: Services in data protection

Consultancy - Feder-

al Administration 18,7%
Consultancy - pri- .

vate individuals 21,1%
Cooperation with 11,4%

foreign authorities

Cooperation with 1,3%

cantons

Total consultancy 52,57%
Supervision 14,7 %
Certification 0,0%

Data collection 0,4%

register

Total supervision 15,17%
Information 20,2%
Tralnlng,.talks and 2.0%
presentations

Total information 22,27%
Legislation 10,2%

Total legislation 10,27%
Total data o
protection e e
Consultancy

As set out in the opening section enti-
tled ‘Current challenges’, the FDPIC
still faces a consistently high demand
for consultancy services as he is re-
quired to support large digital projects.
During the year under review, the
proportion of staff working in consul-
tancy amounted to around 52.5%. In
the FDPIC’s inspection plan for 2022,
eight large projects are currently re-
ceiving support in the form of consul-
tancy. Four of these projects are related
to the digital transformation of the
Federal Administration ordered by the
Federal Council.

Over the course of the reporting
period, three teams from the Data
Protection Directorate responded to an
average of 33 enquiries and complaints
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from members of the public each month
with a standard letter referring the
persons concerned to the option of
civil proceedings. With the introduc-
tion of the new FADP, some of these
enquiries will need to be handled di-
rectly.

Big data and artificial intelligence
are increasingly establishing themselves
as business models, and the FDPIC is
required to provide supervision in an
increasingly large number of domains
due to growing technical risks to pri-
vacy. This means that the number of
large data-processing projects run by
businesses and state authorities is set
to continue to grow.

Table 8: Consultancy for

large-scale projects in 2022
Fundamental rights
Legislation - new FADP
Commerce and economy

Digital transformation

L N

Total

Supervision

The dynamics of cloud-based applica-
tions mean that inspections now have
to be carried out quickly. The increas-
ingly fast pace of work and the grow-
ing importance of combining technical
and legal expertise mean that long
interruptions to investigations are no
longer feasible, and several employees
are required to manage more thorough
inspections. During the year under
review, 15.1% of resources were allocated

to inspections and supervisory duties,
in line with the low average for the
reporting years from 2015 onwards.
Our 2023 inspection plan shows that
twelve comprehensive inspections can
be carried out with these resources.
Now that more staff has been provided
over the past two reporting periods

to deal with data protection issues in
preparation for the entry into force

of the new FADP, the FDPIC plans to
gradually increase the frequency of
inspections of the federal bodies, the
approximately 12 0oo large and medi-
um-sized companies and the approxi-
mately 10 ooo foundations and associ-
ations across Switzerland.

Legislation

The changes in the way personal data
is processed in connection with the
digital transformation of the federal
offices require a legal framework.
This entails a large number of new and
revised provisions on data processing
in federal law, on which the FDPIC is
called to express his views in various
consultation procedures. In the year
under review, we were called on to
participate in 383 office consultations.

Complete revision of the Federal
Act on Data Protection

In the run-up to the entry into force of
the new FADP and the corresponding
implementing ordinance, the FDPIC
has extensive preparatory work in
view of his new duties and powers and
in order to inform people and compa-
nies in good time. With the additional
staff recruited, this work will be gradu-
ally completed as planned from early
summer 2023 onwards.

Federal Data Protection and Information Commissioner
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Services and resources in
the field of freedom of
information

During the year under review, as we
neared the tail end of the pandemic, the
number of mediation requests remained
consistently high (see Section 2.3).
Parliament’s approval on 8 December
2022 of the three posts for the FDPIC
that had been envisaged in the dispatch
on the Freedom of Information Actbut
had never been granted by the Federal
Council has allowed the headcount in
the Freedom of Information unit to be
increased from 4.4 to 6 FTEs. The
FDPIC will ensure that the processing
backlogs caused by the pandemic and
understaffing are gradually reduced over
the coming reporting periods. Whether
and how quickly this can be achieved
will also depend on the number of me-
diation requests received in the future.

Participation in committee
consultations and parlia-
mentary committee hearings

During the year under review, the
FDPIC participated in the following
hearings and committee consulta-
tions:
* February 2022: SSHC-S on the
Swisstransplant issue;
* February 2022: PIC-N on digital
platforms;
* April 2022: PIC-N on the revision of
the ordinance to the new FADP;

¢ June 2022: FDJP/FCh subcommittee
of the CC-N on the Annual Report;

* October 2022: SSHC-N and PIC-N
on the revision of the HIA and
cost-containing measures;

e October 2022: EATC-N on the com-
plete revision of the Customs Act;

e October 2022: FC-S and FC-N
subcommittees on the 2023 budget;

* November 2022: SPC-N on the com-
plete revision of the Customs Act;

* January 2023: LAC-N on the com-
plete revision of the Customs Act;

e February 2023: FDJP/FCh subcom-
mittee of the CC-S on implementa-
tion of the FolA;

e March 2023: LAC-N on the federal
act on the platforms for electronic
communication in the judiciary;

The above suggests the following outcome objectives against which resources should be measured,

broken down by outcome group:

Table 9: Outcome objectives for FDPIC

Service group

Outcome objectives

The consultancy that the FDPIC provides for individuals and for businesses and federal authorities

running projects involving sensitive data meets general expectations. The FDPIC uses tools appro-

The frequency of FDPIC inspections is credible.

The FDPIC proactively raises public awareness of the risks posed by individual digital technologies
and their usage and has a modern, user-friendly website. The new Federal Act on Data Protection

introduces new reporting obligations and changes to existing ones. Reports can be sent to the FDPIC
at any time via a secure, user-friendly reporting portal. This also helps reduce media discontinui-

Consultancy
priate to the digital world.
Supervision
Information
ty, making for more efficient processing.
Legislation

The FDPIC has an early say on and actively influences all special rules and regulations created at
national and international level.
He helps the parties involved to formulate rules of good practice.
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3.2 Communication

Figures

During the year under review, the
FDPIC published six media releases,
which can be found on the federal
government’s media portal, and twelve
short statements. Media monitoring
(covering a selection of key Swiss press
and online media and key international
printed publications) recorded just
under 6000 posts last year, confirming
the trend of the previous year, when
we saw a sharp rise compared with the
year before that (see 29th Annual Re-
port, Section 3.2). The FDPIC’s com-
munications team answered around
300 media enquiries. These focused
mainly on data transfer (approx. 100
enquiries), cyber security (45), surveil-
lance (30) and regulation projects (15)
such as chat control and the new federal
act on customs and border security.

In addition, we answered 12 media
enquiries concerning the Freedom of
Information Act.

The number of enquiries and tips
from citizens in this reporting year is
6200, which is almost the same as last
year (6600), when we saw a sharp
increase of over 50 percent.
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Main focus areas

Based on the media enquiries we re-
ceived during the reporting period and
the communication activities we car-
ried out, we can conclude the following:
The health sector remains at the centre
of public interest in the wake of the
coronavirus pandemic, which raised
many questions about data protection,
particularly with regard to contact
tracing and the issue of Covid certifi-
cates. Investigative journalists identi-
fied data security vulnerabilities in
medical registers, and cybercriminals
gained unauthorised access to patient
data that was stored on the servers

of hospitals and doctors’ surgeries
without adequate security measures
in place.

The sensitive health data of indi-
viduals was compromised in the na-
tional organ donor and breast implant
registers, as occurred the previous
year with the electronic vaccination
register of the meineimpfungen.ch
foundation (see 29th Annual Report,
Section 1.4). The FDPIC launched a
formal investigation in both cases (see
Section 1.4). The Swisstransplant
Foundation took on board most of the
recommendations made in the FDPIC’s
investigation report and took the
national organ donor register offline.
The report on the breast implant register

is still pending. Meanwhile, the regis-
ter has been taken offline for the time
being.

We issued media releases on the
Swisstransplant case both when the
investigation was launched in January
and when the final report was pub-
lished in October. Straight after the
hacker attacks on doctors’ surgeries in
the French-speaking part of Switzer-
land were discovered, the FDPIC con-
tacted the surgeries in question in
order to ensure that the patients con-
cerned were promptly and fully in-
formed. We published a short statement
on this on our website on 31 March
2022. The FDPIC has expressed his
views in the media on several occasions
on the problem of inadequate security
in the storage of health data.

After bankruptcy proceedings were
started against the meineimpfungen.
ch foundation at the end of 2021 and it

Federal Data Protection and Information Commissioner
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was announced in May 2022 that the
bankruptcy office in charge intended
to sell the vaccination data, the FDPIC
initially demanded that the data be
deleted but then later facilitated an
attempt by the Department of Health
of the Canton of Aargau to recover the
data. We commented on this matter
in a mediarelease (see Section1.4).

In the year under review, the intense
public interest in medical data also in
relation to the principle of freedom of
information was particularly evident
in connection with vaccine contracts.
In his recommendation of 29 July
2022, the FDPIC urged the FOPH to
disclose its vaccine contracts, which
it did but with large sections blacked
out, prompting public criticism.

Data sharing and trading

In addition to the medical registers,
this year we focused on the cloud issue
and the transfer of personal data to
third parties in the commercial sector.
We issued a detailed statement on

the outsourcing of personal data by

Suva to a Microsoft cloud and published
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ashort statement on this on 13 June
2022. We also commented in the media
on the Federal Administration’s

cloud strategy (see 29™ Annual Report,
Focus II).

The FDPIC is currently reviewing a
US lawsuit against Oracle America Inc.
for unlawful tracking of internet users
and issued a short statement on
27 September (see Section 1.3). The fact
that data sharing and personal tracking
are used not only for commercial
purposes but also for state surveillance
was demonstrated by the Qatariapp
required by the state during the 2022
World Cup. This prompted the FDPIC
to issue a short statement advising
travellers to Qatar for the World Cup
to carry a second smartphone with
them. The FDPIC takes a critical view
of the EU chat-control project, another
topic covered by the media during the
year under review.

On Data Protection Day 2023, we
drew attention to the recently revised
guidelines on the processing of per-
sonal data in connection with elec-
tions and votes. These guidelines are
relevant for federal and cantonal pro-
jects alike.

New website

Our media team was faced with the
dual challenge of redesigning our web-
site and preparing this annual report at
the same time. The new website not
only contains updated information on
the new data protection act due to
come into force on 1 September 2023
but has also been streamlined and re-
organised to enable users to quickly
find the information they are looking
for. The new website also provides
quick access to the three new reporting
portals, namely DataReg for federal
bodies to register their data processing
records, the portal for reporting data
security breaches, and the portal for
registering data protection officers.
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3.3 Statistics

Statistics on FDPIC’s activities from 1st April 2022 to 31 March 2023

(Data protection)

Workload per tasks

Supervision of the Confederation (Art. 27 DPA)
Supervision of private persons (Art. 29 DPA)
Education & presentations

Consultancy federal authorities
Consultancy private persons

Legislation

Information

Information obligation (Art. 6 DSG)
Examination requests

Register of data collections

Mediation

Certification

International cooperation

Cooperation with Cantons

Workload per material

Employment

General questions on data protection
Finance

Health

Fundamental rights
Commerce and economy

ICcT

Justice, Police, Security
Freedom of Information
Statistics & Research
Traffic and transport
Insurance

Defense

Certification

90

5%

10%

157%

157%

207%

20%

25%

25%

307%
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Multi-year comparison

(as a percentage)

60

Consultancy

50

(-3.3% compared

to last year)

40

30

Information

N ——— }

(+6 % compared to last year)

Supervision

(-2.2% compared to last year)

10

2012 2013 2014
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2015

2016

2017

2018

2019

2020

2021

2022
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Overview of applications from 1t January to 31 December 2022

FCh
FDFA
FDHA
FDJP
DDPS
FDF
EAER
DETEC
0AG
PS
Total

Total
Total
Total
Total
Total
Total
Total
Total
Total
Total

92

2022

2021
2020
2019
2018
2017
2016
2015
2014
2013
2012

(%)

(%)
(%)
(%)
(%)
(%)
(%)
(%)
(%)
(%)
(%)

& o
& &

&

37

164

207

80

295

110

119

162

6

0
1180 (100)
1385 (100)
1193 (100)
916 (100)
647 (100)
586 (100)
554 (100)
600 (100)
582 (100)
470 (100)
518 (100)

624

694
610
542
355
325
299
320
302
218
230

(53)

(50)
(51)
(59)
(55)
(56)
(54)
(53)
(52)
(46)
(44)

15

17
15
11

99

126
108
86
66
108
88
99
124
123
140

(8)

(9

(9

(9
(10)
(18)
(16)
17
(21)
(26)
(27)

73

18
23
26
55

236

324
293
171
119
106
105
128
124
103
123

> Py
.écddéﬁ ¢§? 6ﬁ?
R & N
ORG N < &
SR\ X, oY &
& EAIS R\
65& cfg.ifb <§» ®
T ® ®
1 5 0
8 10 16
14 14 18
4 1 15
3 5 15
10 15 10
7 8 11
6 11 14
0 0 0
0 0 0
(20) 53 (5) 69 (6) 99 (8)
(24) 48 (3 78 (7) 115 (8)
(24) 35 (3) 80 (7) 67 (6)
(19) 38 4) 43 (5) 36 4)
(18) 24 4) 50 (8) 33 (5)
(18) 21 4) 26 4) -
(19) 29 (5) 33 (6) -
(21) 31 (5) 22 4 -
(21) 15 (3) 17 (3) o
(22) 18 4) 8 (2) =
(24) 19 4) 6 (1) =
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Statistics on applications for access under the Freedom
of Information Act from 1%t January to 31 December 2022
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Federal Chancellery Fch 22 0 14 3 3 0 2
FCh

FDPIC 15 0 9 2 0 1 3

Total 37 0 23 5 3 1 5

Federal Departement  FpFA 164 0 83 18 29 8 10
of Foreign Affairs

EDEA Total 164 0 83 18 29 8 10
Federal Departement
of Home Affairs

FDHA  GS FDHA 10 0 2 2 1 0 2

FOGE 4 0 3 0 0 0 1

FoC 8 0 5 1 1 1 0

SFA 2 0 1 0 0 1 0

METEO CH 1 0 1 0 0 0 0

NL 0 0 0 0 0 0 0

FOPH 91 0 22 3 44 8 8

FOS 4 0 1 2 1 0 0

FSIO 11 0 11 0 0 0 0

FSVO 27 0 14 3 8 0 0

SNM 0 0 0 0 0 0 0

SWISS MEDIC 45 8 10 3 18 4 3

SUVA 4 1 3 1 0 0 0

compenswiss 0 0 0 0 0 0 0

Total 207 9 73 15 73 14 14

Federal Department S FDJP 6 0 4 0 0 0 0
of Justice

and Police FOJ 22 0 9 2 1 0 0

FOJP  reppoL 12 0 5 4 3 0 0

METAS 3 0 3 0 0 0 0

SEM 24 0 13 2 3 2 1

PTSS 0 0 0 0 0 0 0

SIR 3 0 3 0 0 0 0

IPI 4 0 2 0 2 0 0

FGB 3 0 1 0 0 2 0

ESchK 0 0 0 0 0 0 0

FAOA 1 0 1 0 0 0 0

ISC 1 0 1 0 0 0 0

NKVF 1 1 0 1 0 0 0

Total 80 1 42 9 9 4 1
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Federal Department g5 pppg 33 1 6 7 11 1 1 7
of Defence,

Civil Protection pefence 3 0 2 0 0 0 0 1
and Sport

DDPS FIS 21 0 5 7 5 0 0 4

0A-IA 0 0 0 0 0 0 0 0

armasuisse 10 0 3 1 0 0 4 2

FOSPO 220 0 218 2 0 0 0 0

FOCP 4 0 1 0 2 0 0 1

swisstopo 4 0 2 0 0 2 0 0

0A 0 0 0 0 0 0 0 0

Total 295 1 237 17 18 3 5 15

Federal Departmemt g5 ppr 36 2 8 3 17 2 0 6
of Finance

FDF  FFA 1 0 0 0 0 0 0 1

FOPER 4 0 4 0 0 0 0 0

FTA 11 0 5 3 2 0 0 1

FCA 30 6 8 6 2 3 11 0

FOBL 7 0 4 0 0 0 3 0

FOITT 4 0 2 1 1 0 0 0

SFAO 11 1 2 2 0 5 0 2

SIF 3 0 1 0 1 0 1 0

PUBLICA 1 0 1 0 0 0 0 0

Ccco 2 0 2 0 0 0 0 0

Total 110 9 37 15 23 10 15 10
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Federal Department

of Economic

Affairs, Education ggcp
and Research

EAER  SERI

GS EAER

FOAG
Agroscope
FONES

FHO

PUE

comMco
ZIVI

FCAB

SNSF
SFIVET
ETH Board
Innosuisse

Total

Federal Department

of the Environ-

ment, Transport, FoT
Energy and

Communications FOCA
DETEC

GS DETEC

SFOE
FEDRO
OFCOM
FOEN
ARE
ComCom
ENSI
PostCom
ICA
FPI
SUST
Total

Total
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1 18
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0 6
2 18
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0 1
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Office of the )¢ 6 0 5 1 0 0 0 0
Attorney General
0AG Total 6 0 5 1 0 (i} 0 ()}
Parliamentary PS 0 0 0 0 0 0 0 0
Services
PS Total 0 0 0 0 0 0 (] 0
Total sum 1180 27 624 99 236 53 69 99
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Requests for access 2022 with Corona reference
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Federal Chancellery Total 0 0 0 0 0 0 0
FCh

Federal Departement Total 0 0 0 0 0 0 0
of Foreign Affairs
FDFA

Federal Departement FoC 1 1 0 0 0 0 0
of Home Affairs

FDHA FOPH 57 18 2 22 3 6 6

swissmedic 18 4 0 6 4 2 2

Total 76 23 2 28 7 8 8

Federal Departmemt (S FDF 6 0 0 5 0 0 1
of Finance

rpoF  FTA 1 0 0 1 0 0 0

FOITT 2 1 0 1 0 0 0

SFAO 1 0 1 0 0 0 0

Total 10 1 1 7 0 0 1

Federal Department Total 0 0 0 0 0 0 0
of Justice and
Police
FDJP

Federal Department QFCOM 1 1 0 0 0 0 0
of the Environment,

Transport, Energy Total 1 1 0 0 0 0 0
and Communications
DETEC

Federal Department Focp 1 0 0 0 0 0 1
of Defence, Civil

Protection and Total 1 o o 0 o o 1
Sport
DDPS

Federal Department Sgco 5 4 1 0 0 0 0
of Economic Affairs,

Education and Total 5 4 1 0 0 0 0
Research
EAER

Office of the Total 0 0 0 0 0 0 (]
Attorney General
0AG

Parliamentary Total 0 0 0 0 0 0 0
Services
PS

Total 93 29 4 35 7 8 10
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Number of requests for mediation by applicant category

Applicant category 2022 2021 2020 2019 2018 2017
Media 47 53 31 34 24 21
Private 1nd1v1du?ls . 37 49 42 40 2 35
C(or no exact assignment possible)

Stakeholders

(associations, organisations, clubs 9 16 5 7 9 14
etc.)

Lawyers

(for third parties or on their own 27 12 7 5 4 2
account)

Companies 9 19 7 47 13 7
Universities 0 0 1 0 0 0
Total 129 149 93 133 76 79
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Applications for access in the federal administration
from 1t January to 31 December 2022

Access granted 537%

Access partially granted or suspended 20%

Access denied 8%

Request withdrawn 57%

Request pending 6%

No dcument available 8%

300 Number of requests

250

200

150

[ No document available
100

Request pending
Request withdrawn
[l Access denied

50

[l Access partially
granted/suspended

[ Access granted

ChF FDFA FDHA FDJP DDPS FDF EAER  DETEC 0AG PS
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3.4 Organisation FDPIC (status 31 March 2023)

Organisation chart

Federal Data Protection and Information Commissioner
Adrian Lobsiger, Commissioner
Florence Henguely, Deputy Commissioner

Communication
vacant
Data protection Freedom of Information International
Daniel Dzamko Information Technologies, Affairs
Head Reto Ammann Records and Caroline
Head Processes Gloor Scheidegger
Florence Henguely Head
Head
|
Information Records and Processes
Technologies
Team 1 Team 2 Team 3
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Employees of the FDPIC

Number of employees

FTE

per gender

by employment level

by language

by age

Management

41

34.1
Women
Men
1-89%
90-1007%
German
French

Italian

20-49 years
50-65 years

Women

Men
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21

31

10

32

497

517%

767%

24%
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Abbreviations

Abbreviations
Al Artificial Intelligence

APA Federal Act on Administrative
Procedure

ArchA Federal Act on Archiving

FOCBS Federal Office for Customs and
Border Security

DataReg Register of data collections

DPCO Ordinance on Data Protection
Certification

DPIA Data Protection Impact Assess-
ment

DPO Ordinance to the Federal Act on
Data Protection

DTI Digital Transformation and ICT
Steering Sector of the Federal Chancel-

lery

EDPB European Data Protection Board

102

EDPS European Data Protection
Supervisor

E-ID Electronic Identity

EPR Electronic Patient Record

EPRA Federal Act on the Electronic
Patient Record

FADP Federal Act on Data Protection
Fedpol Federal Office of Police
FIS Federal Intelligence Service

FolA Freedom of Information Act

GDPR General Data Protection Regula-
tion

GPA Global Privacy Assembly

ICT Information and Communication
Technology

NaDB National data management
programme

NCSC National Cyber Security Centre

nFDPA new Federal Act on Data
Protection

NODR National Organ Donation Register

PNR Passenger Name Records

Privatim Association of Data Protection
Commissioners of the Swiss cantons

SAS Swiss Accreditation Service

SDPA Application of the Schengen
Acquis in Criminal Matters (SR 235.3)

SISII  Schengen Information System of
the 2" generation

VIS VisaInformation System
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Key figures

Workload data protection

b3 7%

Consultancy

15 7%

Supervision

22 %

Information

10 7%

Legislation

Applications for access Freedom of Information (FoIA)

b3 7%

granted

207

partially granted
or suspended

8%

denied

7%

Data protection concerns

o

Fairinformation

Companies and federal bodies
provide transparent information on
their data processing: comprehen-
sible and complete.

Data correctness
The processing takes place with
applicable data.

Data security

The data processor ensures
adequate security of personal
data - both at the technical
and organizational level.

T
«0-

n

Freedom of Choice

Those affected from data proces-
sing (data subjects) give their
consent on the basis of transparent
information and are provided with
genuine freedom of choice.
EEEN

EEEO

oooo

oooo
oooo

Proportionality

No data collection on stock, but
only as far as necessary to achieve
the purpose. Data processing is
limited in scope and time.

Documentation

All data processing is documented
and classified by the data
processor.

withdrawn

6%

pending

87%

Risk analysis

The possible data protection risks
are already identified in the project
and their effects minimized with
measures.

Purpose

The data will be processed only
for the purpose indicated at

the time of collection, as indicated
by the circumstances or as provi-
ded for by law.

©)

q

Responsibility

Private and federal bodies are
responsible for fulfilling their
obligation to comply with data
protection legislation.

no document
available
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